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Abstract—With the widespread application of the Internet
of Things (IoT), data processing has gradually migrated to
edge devices that are closer to the data source. This shift
has significantly improved the ability of real-time data analysis
while effectively reducing bandwidth requirements and latency.
Furthermore, Federated Learning (FL) has been introduced as
a decentralized training method to achieve collaborative training
of multiple devices while ensuring local data privacy. However,
malicious clients in FL may theft trained models for unauthorized
use, which causes model misuse or copyright challenges. To
address these issues, this paper proposes FedMLC (Malicious
client detection, Leakage tracing, and Copyright verification), a
server-side white-box watermarking scheme. FedMLC utilizes the
embedded watermark at different stages to achieve both trace-
ability and copyright verification, simplifying the watermarking
process. Additionally, the watermarking can also detect malicious
clients in FL. Specifically, FedMLC uses the regularization
term to guide the parameter signs of the normalization layer
to be consistent with the watermark sign, thereby achieving
watermark embedding. Experimental results show that our FL
model watermarking scheme excels in malicious client detection,
leakage tracing, and copyright verification, with minimal impact
on model performance, able to resist various attacks such as
fine-tuning, pruning, and quantization.

Index Terms—Federated Learning, IoT, Model watermarking,
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I. INTRODUCTION

N the era of intelligence, networking, and data-driven

technologies, the Internet of Things (IoT) has developed
rapidly. Due to the wide distribution of IoT devices [1} [2],
data is often scattered across various edge devices. Federated
Learning (FL) [3} 4] has become an essential method for data
processing and intelligent analysis in IoT environments with
privacy-preserving between edge devices. As a decentralized
machine learning approach, FL enables these devices to col-
laboratively train models while keeping data local, thereby
making effective use of distributed data resources. However,
as the number of participating devices grows, issues related to
model copyright have become increasingly prominent. Espe-
cially when models are updated locally, we cannot supervise
whether each edge device has made unauthorized copies [5]]
or whether malicious modifications have been made to the
model. These attacks can degrade model performance or cause
copyright infringement [6]. Additionally, once the model is
leaked [[7H9], tracing the source of the leak in such a distributed
architecture becomes extremely difficult. Therefore, ensuring
copyright verification and detecting and tracing malicious
clients during the FL process in IoT environments are urgent
problems that need to be addressed.

Watermarking techniques have been widely explored to
protect the copyright of Deep Neural Networks(DNN) models
[LO]. These techniques embed specific identification infor-
mation in the model’s parameters, structure, or input and
output, making the model unique. In this way, even if the
model is copied, tampered with, or stolen, the watermark
can be used to verify its original owner and legitimacy [11-
13]], thus maintaining the model’s copyright. In centralized
learning, model watermarking methods are mainly divided into
white-box watermarking [[14H16] and black-box watermarking
[17H20]. White-box watermarking [21H23]lembeds watermark
information within the model’s internal information, requiring
access to and modification of the model’s internal parameters
or structure to ensure the watermark’s high security and accu-
racy. In contrast, black-box watermarks [24, 25]embed water-
mark information in the model’s input and output behaviors.
This approach does not require understanding or modifying
the model’s internal structure, and watermark verification is
performed by observing input and output pairs.


https://orcid.org/0000-0003-3619-5236
https://orcid.org/0009-0006-9240-1240
https://orcid.org/0000-0002-4753-8161
https://orcid.org/0000-0002-1304-1413
https://orcid.org/0000-0002-3963-0750
https://orcid.org/0000-0002-2143-5666
https://orcid.org/0009-0002-3026-7537
https://orcid.org/0000-0002-5215-7443

TABLE I: State-of-the-art Model Watermarking Methods in FL. v: Implement; x : Not implement.

Method Verification Watermarks Malicious Client Leakage Copyright

embedding Detection Tracing Verification
Liu et al [26] Black-Box Client X v
Waffle [30] Black-Box Server v X X
Merkle-Sign [31] White-Box/Black-Box Server X v v
WMDefence [5] Black-Box Server v X X
Yang et al [34] Black-Box Client X X v
Fedipr [27] White-Box/Black-Box Client X X v
Fedright [33] White-Box Server X v v
FedCIP [28] White-Box Client X v v
FedTracker [32] ‘White-Box/Black-Box Server X v v
PersistVerify [29] Black-Box Client X X v
FedMLC White-Box Server v v v

In FL, the protection mechanisms for model watermarking
become more complex and critical because the FL architecture
differs from centralized learning, where all participants act as
clients to collaboratively train a model, increasing the risk
of model attacks. To address this issue, current FL water-
marking schemes are primarily categorized into client-side
watermarking [26H29] and server-side watermarking [30H33]].
Client-side watermarking involves generating and embedding
the watermark on the client’s device, allowing for dynamic
adjustments to the watermark content based on the client or
device. In contrast, server-side watermarking involves gener-
ating and embedding the watermark on the server, ensuring
that the content distributed to the client already contains the
watermark.

Existing watermarking technologies are primarily used for
copyright protection, including leakage tracking and copyright
verification (Table[l). However, ineffective malicious client
detection can lead to model poisoning, affecting model conver-
gence. These three aspects are all crucial, as they collectively
ensure the security and traceability of the model. Therefore,
our research aims to propose a watermarking scheme that
addresses these three critical issues simultaneously.

Our work: We propose a novel white-box watermarking
method that embeds watermarks at different stages of the
model training process using the same technique. The wa-
termark information is embedded into the parameters of the
normalization layer through the guidance of an introduced
regularization term. The proposed Federated watermarking
achieves Malicious client detection, Leakage tacking, and
Copyright verification (FedMLC) simultaneously without sig-
nificantly affecting model performance. By analyzing the
degradation of watermarks in the uploaded model parameters,
potential malicious clients can be identified and isolated,
effectively preventing malicious behavior from compromising
model security. Meanwhile, the embedded watermark can track
the source of model leakage, hold malicious users accountable,
and assert copyright. FedMLC ensures the security, stability,
and traceability of the model in a FL environment, providing
an effective technical solution to address FL security issues.

Our contributions to this paper are:

1) To commence, we propose the first FL. model watermark-
ing scheme that simultaneously enables malicious client

detection, leakage tracking, and copyright verification.
We ensure the effectiveness and ease of watermarking
operation by embedding unique watermarks in the same
segment of parameters across all client models using a
consistent embedding method.

2) Moreover, to ensure the model retains its efficiency and
accuracy, our proposed method re-embeds the watermark
into each client during every communication round to
prevent the accumulation of watermark embeddings.

3) Finally, the method is designed with consideration for var-
ious potential attacks. Experimental results show that the
watermark can still be effectively extracted under these
attacks, demonstrating strong robustness and providing a
reliable security mechanism to protect the model.

The rest of FedMLC is organized as follows. Section |lI| re-
views the existing technologies of DNN and FL watermarking.
Section introduces the problem statement. The proposed
method is discussed in Section [Vl Section [V] evaluates and
analyses the experiment results. Finally, Section summa-
rizes this work.

II. RELATED WORKS
A. DNN Watermarking Methods

White-Box Watermarking: White-Box Watermarking in-
volves directly embedding watermarks into the parameters
or structure of a model during training. Uchida et al. [22]]
first proposed the model watermarking scheme that utilized
parameter regularizers to modify model parameters for water-
mark embedding. However, this method is vulnerable to cover
attacks. Later, Rouhani et al. [35, 36] embedded watermark
information into the probability density functions of different
layers of the model, which can resist various deletion and
transformation attacks, including the cover attacks. Addition-
ally, Fan et al. [21, 37] embedded passports in the model
structure, using forged passports can significantly degrade the
model’s inference performance, effectively defending against
ambiguity attacks. Furthermore, Liu et al. [38] proposed a
new method to construct a more robust watermark using
less information, reducing the damage caused by parameter
changes and effectively resisting ambiguity attacks.

Black-Box Watermarking: Black-Box Watermarking in-
volves embedding watermarks in a model’s output or behavior.



For instance, Adi et al. [[17] leveraged neural networks’ over-
parameterization vulnerability, which makes models prone to
backdoor attacks. They turned this susceptibility into an advan-
tage for copyright verification by embedding watermarks using
random colored images as triggers. Li et al. [19] enhanced
FedMLC by strengthening the connection between the trigger
set and labels. The generated watermark samples are almost
indistinguishable from the original samples, thereby improving
the undetectability and robustness of the watermark. Lounici
et al. [24] proposed three trigger set generation techniques
compatible with image and text data, broadening the applica-
tion of model watermarking. Subsequently, Bansal et al. [18]]
introduced the first verifiable watermarking scheme to better
resist deletion attacks. They demonstrated the irreversibility of
watermarks within a certain threshold using random smoothing
techniques. Additionally, Lao et al. [[13] ensured that specific
key samples output predetermined labels by adjusting minor
parameters, enabling client identification and enhancing ro-
bustness against various transformation attacks.

B. FL Watermarking Methods

Client-side Watermarking: Client-side watermarking in-
volves embedding specific identifiers or information directly
on the client side. Liu et al. [26] introduced a method where
predefined noise is added to the model. They also employed
homomorphic encryption to secure model weights and gra-
dients during data exchange, ensuring data privacy while
providing reliable copyright verification. Building on Liu et
al’s [26] work, Yang et al. [34]] designed an unambiguous
trigger set construction mechanism based on permutation keys
and noise patterns. This mechanism embeds the trigger set
through gradient enhancement, guaranteeing its unforgeability.
Li et al. [27] proposed the Fedlpr framework, which allows
each client to independently embed private watermarks to
claim ownership and concluded from experiments that feature
watermarks embedded in normalized scale parameters are
more reliable. Liang et al. [28] embedded watermarks on the
client side that are compatible with FL secure aggregation
to enable traitor tracking. Nie et al. [29] integrated boundary
sample selection and spatial attention mechanisms to enhance
watermark robustness, tackling the challenge of undetected
malicious clients continuously stealing models in FL while
ensuring secure model ownership verification. As summarized
in Tablem, Liu et al. [26], Yang et al. [34]], Li et al. [27], and
Nie et al. [29] achieved copyright verification, while Liang et
al. [28]] accomplished both copyright protection and leakage
tracing simultaneously.

Server-side Watermarking: Server-side watermarking typ-
ically refers to embedding a watermark on the server side.
Tekgul et al. [30] proposed the first server-side watermark-
ing scheme, which involves a retraining process after server
aggregation to embed the watermark into the global model.
Similarly, Zheng et al. [5]] introduced retraining on the server-
side to embed watermarks for detecting Byzantine attacks
from malicious clients. Li et al. [31] combined watermarking
technique with cryptographic primitives for distributed storage,
proposing a watermarking protocol to protect deep neural

networks in FL, which enhances applicability in real-world
scenarios and achieves traceability. Compared to Li et al. [31]],
the scheme proposed by Shao et al. [32] not only achieves
traceability but also provides effective copyright verification.
It employed a dual protection mechanism with global wa-
termarks and local fingerprints and designed a fingerprint
generation method based on fingerprint similarity scoring.
Additionally, Chen et al. [33] used key samples to generate
adversarial examples as model watermarks, which are then
used to extract model features and train a detector. Then,
detection results from the detector are used to claim model
ownership. As shown in Table{ﬂ Li et al. [31], Shao et al.
[32], and Chen et al. [33] all achieved copyright protection
and leak tracing, while Tekgul et al. [30] and Zheng et al. [3]]
focused on malicious clients detection.

Protecting the ownership of FL models is undoubtedly
critical, but detecting malicious clients during the training
process and tracing leakers are equally essential. However,
existing FL watermarking techniques cannot simultaneously
achieve these three objectives. To address this challenge,
FedMLC introduces an innovative server-side watermarking
scheme that accomplishes all three functions concurrently.
This approach not only ensures effective copyright verification
but also enables timely detection of malicious client attacks
while providing traceability in the event of model leakage,
thereby enhancing the overall security and traceability.

III. PROBLEM STATEMENT

A. Threat Model

In the IoT scenario, FL is widely used in smart healthcare,
autonomous driving, industrial intelligent manufacturing and
other fields to improve model performance while protecting
data privacy. For instance, in the FL of autonomous driving
systems, various car companies or partners collaboratively
train a high-performance autonomous driving model, with each
participant contributing a substantial amount of local driving
data. However, certain malicious clients (attacker A) may
exploit the local training process to steal model parameters and
sell them to competitors or the black market for illicit profits.
At the same time, external attackers (attacker B) might acquire
the trained model through network attacks or data theft and at-
tempt to remove the watermark to bypass copyright protection,
enabling unauthorized commercial use. Although both types
of attackers are aware that the watermark is embedded in the
model, they need to employ various attacks to eliminate it, as
the specific watermarking method remains unknown to them.
The above can be summarized into the following four points:
a) Malicious client A can copy and steal model parameters
at any epoch of the training process, and then redistribute or
sell the model. b) External attacker B aims to obtain a high-
performance DNN model for illegal commercial purposes. c)
External attacker B has obtained the model illegally but does
not know the model parameters or training samples. d) Both
attackers are aware of the presence of the watermark in the
model, but neither knows the specific watermarking method,
and both attempt to remove the watermark from the model.
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Fig. 1: Watermark embedding framework. @ First, generate global model copies for each client. @ Then, the watermark carrier
is extracted from the models. ® Next, the watermark is embedded and the watermarked model is distributed to each client.
@ After a local training round, clients upload their models to the server. ® The server extracts the watermarks from the
client-uploaded models and identifies malicious clients. During aggregation, client-uploaded models identified as malicious
users do not participate. Repeat these steps in each communication round until the model training is completed.

B. Watermark Requirements

In our scenario, the FL server acts as a defender by
embedding watermarks to achieve malicious client detection,
leakage tracing, and copyright verification. The requirements
commonly recognized for the watermark are as follows:

Fidelity: Ensuring that the model maintains high accuracy
and reliability when performing its main task, unaffected by
watermark embedding.

Effectiveness: The ability of watermarking technology to
accurately identify the owner of a model or validate its
legitimacy.

Robustness: The watermark embedded in the model should
strongly resist various attacks while maintaining the model’s
performance.

Secrecy: The watermark must be imperceptible within the
model and remain undetectable by unauthorized users.

Capacity: It determines how much information can be
embedded in the model, and its size directly affects robustness
and Effectiveness.

C. Definition of Malicious Client Detection, Leakage Tracing,
and Copyright Verification

FedMLC aims to ensure the security of FL. models through
white-box watermarking techniques, focusing on malicious
client detection, leakage tracing, and copyright verification.
The specific definitions are detailed below:

Malicious client detection: Malicious client detection in
FL aims to identify clients that may exhibit behaviors threat-
ening model security or performance. In each communication
aggregation round, the watermark decline rate in the client-
uploaded models is calculated to determine if any clients are
acting maliciously.

Leakage Tracing: The leaking client only leaks the model
and does not perform other malicious operations. By extract-
ing and verifying the watermark information in the model,
the source can be traced, and the responsible party can be
identified.

Copyright Verification: After the model is deployed, at-
tackers might illegally copy and sell the model, claiming
ownership. Copyright verification involves extracting the wa-
termark information in the model to effectively identify the
true owner, thereby safeguarding intellectual property rights.

IV. PROPOSED METHOD
A. Overall Design

FedMLC employs white-box watermarking to detect and
trace malicious clients, as well as verify model copyrights.
Specifically, in the server, a unique watermark is embedded
in each client’s model and then distributed. After each local
training session, clients upload their model parameters to
the server. The server then calculates the watermark decline



rate in the uploaded models to verify whether the models
have been tampered with. After the final aggregation, the
same watermarking technique is used to embed a copyright
watermark in the global model to indicate ownership. The
framework is illustrated in fig[T]

B. Watermark Generation

The proposed method involves embedding watermarks into
the model after server aggregation but before distribution,
allowing for tracking of the model’s training status. The
watermark information generation process utilizes the RSA
encryption algorithm for digital signature, ensuring the unique-
ness of the watermark information.

The server randomly generates a unique key k for each
client. Then, the corresponding binary information b is cal-
culated using the following Equation:

(D

where msg represents the information to be embedded into the
model, and S denotes the RSA algorithm.

To benefit the subsequent process, we use a mapping
function to convert binary information b into sign factors
represented by positive and negative symbols. Specifically, a
bit ”’1” is mapped to the sign ”+1”, and a bit ”0” is mapped
to the sign ”-17.

The client’s watermark information mapping sequence key
is obtained using the following equation:

b= S(msg,k)

2)

where sgn is the mapping function from 0, 1 to -1, +1, and
t represents the bit length of the watermark. The copyright
watermark information mapping sequence key.r is obtained
using the same way.

key = sgn(b)i—g

C. Watermark Embedding

The proposed watermarking scheme involves embedding
each client’s watermark key; into their respective copies of
the global model before the distribution by the server. We
achieve watermark embedding for each client by introducing
an additional regularization term into the original loss function.
The global loss function is defined as Eq[3]

E(w) = aEo(w)+ BER(w) 3)

where w represents the global model parameters, Ey(w) is the
original loss function, Eg(w) is the regularization term, and &
and B are adjustable parameters. When training locally, o=1,
B=0, and when embedding watermarks, =0, B=I.
Embedding watermarks into normalization layers is more
robust against removal attacks under the FL strategy compared
to embedding them into other layers as demonstrated by
Li et al. [27]. The proposed FedMLC method also embeds
watermarks into parameters of normalization layers in order to
effectively resist removal attacks. The specific procedure is as
follows: First, the parameters from all normalization layers are
extracted and flattened into a one-dimensional vector, denoted

Algorithm 1: watermark embedding

Input: Client number C and each client number C;,
client watermark information {key;}:_,, Clients
datasets {D;};_,Total training rounds 7' and
current training round e.

Output: Global modelM

1 Initialize the global model M.
2 for 0 <e <T do

3 Generate ¢ copies of the global model {M;}_,
4 for o <i <C do

5 Extract BN layer parameters
6 Parameter flattening — ¢”

7 "= (9" * K)

8 6; = tl’zj@/’i J

9 M = Insert(M,0, key;)

10 send M! to C;

1 end

12 for o <i <C do

13 Mf“ = LocalTrain(M},D;)
14 send M¢t! to Server

15 end

16 Malicious Client Detection

17 | M{T' = < FedAVG(M!T! )

18 end

19 Extract BN layer parameters
20 Parameter flattening — ¢”
21 " = (9" * K)

20 ={Ycq ]

23 M = Insert(M,0, key.,)

24 return M

as ¢. Next, a convolution operation is performed on ¢ to obtain
a new vector @. The convolution operation in this context
involves splitting the flattened parameter vector into multiple
segments and multiplying each segment by a coefficient that
approximates the length of that segment. The convolution
operation is carried out as follows:

= (¢*K) Z o(e ),d € [1,m] 4)
E=—0o0
%’ if (d 1)11) ce< dn
Kd(g) — L%J,[(d;zl)nw I_ J |—m-| (5)
0, other

where € is the position of the target element in K, d is the
position of the target element in ¢, n and m represent the
dimensions of ¢ and ¢ respectively, and K represents the
convolution kernel.

Through the above convolution operation, we obtain a
matrix ¢ with ¢ rows and ¢ columns, where ¢ represents
the bit length of the key in Eq and ¢/ = m/t. We define a
parameter rate A, which is used to select the proportion of
model parameters for the watermark carrier. For each row of
¢, we first take the absolute value of the parameters, then
select a portion of the parameters with smaller absolute values
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Fig. 2: Watermark verification framework. @ Malicious client detection: Extract the watermark information key from the client
model and calculate the watermark decline rate. If the watermark decline rate exceeds the threshold &, the client is identified
as a malicious client. @ Leakage tracing and copyright verification: Perform watermark extraction on the suspicious model and
compare key' with the original watermark of each client to calculate the watermark detection rate. If the highest watermark
detection rate exceeds the threshold 7, the corresponding client will be identified as a leaking client. If the suspicious model
is not leaked from the client, proceed with copyright verification. The verification method is the same as for leakage tracing.
key' is compared with key,, to calculate watermark detection rate, and if it exceeds 1, the model is deemed to be infringing.

and set them to O, this portion of parameters accounts for a
proportion A of each row. Next, we take the average of the
parameters in each row to obtain a parameter set, denoted as
6, as shown in Eql6]

1 .
6:?/2]7

JEi

i€[0,r) (6)

where i represents the i-th row of ¢, and j represents the j-th
parameter of the i-th row.

The penalty term Eg(w) introduced in Eq[3 serves as a
regularization term, imposing additional constraints on the
model parameters. Specifically, the role of this penalty term
is to ensure that the signs of the model parameters 6 are the
same as the sign of the key. This enables the embedding of
watermark information into the model without degrading its
original performance. The definition of the regularization term
is given in Eq[7]

13
Er(w) =) ReLU(u — 6 xkey;) (7)
i=0

where 1 = 0.01 by default.

After that, the server distributes a uniquely watermarked
model m; to each client C;, ensuring that each client receives an
exclusive copy of the global model. During the local training
process, clients train the models using local datasets. Once the
local training is completed, each client uploads the updated
model m, back to the server.

After the last round of aggregation, a watermark is added to
the global model again, known as the model copyright water-
mark. The embedding process is the same as m; embedding,
with the distinction lying in the embedded information. Unlike
the client watermark that represents a specific client, the
copyright watermark signifies ownership of the entire model.

The watermark embedding process is summarized in Algo-
rithm/[T]

D. Watermark Verification

Malicious client detection: The detection process for ma-
licious clients is conducted during training, as shown in @ of
Fig[]

Considering that the proposed method modulates the signs
of model parameters by guiding model training to achieve wa-
termark embedding, malicious client detection aims to measure
the watermark decline rate. When a malicious client performs
malicious operations on the model, the originally embedded
watermark in the model undergoes significant changes. This
tampering behavior may involve adjustments to the model’s
weights or biases, resulting in the destruction or degradation of
the embedded watermark information, causing the watermark
to decay beyond the predefined threshold. Therefore, before
distributing the watermarked model to the client, we first
extract the watermark key/ ; from it to record the success rate
of watermark embedding.

Then, after local training, we extract watermark key’ , from
the client model. The method for extracting the watermark



is the same as the process of calculating 6. Finally, the
watermark detection rates for key! ; and key;, are calculated.

The watermark detection rate y refers to the accuracy of
successfully extracting the pre-embedded watermark from the
model and is defined as follows:

1
Viey = - ;H(k@y, keyl) 3

where H (key,key') measures Hamming distance between ex-
tracted watermark key’ and the original watermarks key;

Finally, a judgment is made based on the watermark decline
rate A = Viey,, — Viey!,- The client is marked as malicious if
the decline rate exceeds a predefined threshold. The malicious
client verification process is defined as:

A>E&, True
Vinclient = 9
mclient {other7 False ©)

Where & represents the threshold for judging whether the
client is malicious.

The client-uploaded models verified to be potentially ma-
licious are excluded from the current round of aggregation,
ensuring the security and integrity of the global model.

Leakage Tracing: If a client illegally copies or leaks the
model during local training, the model will inevitably contain
watermark information related to that client. To detect the
source of the leak, we follow the steps outlined in @ of Fig[2]
The process of extracting key’ is the same as the method
used for detecting malicious clients (Eq[9). First, calculate the
watermark detection rate of each client based on the extracted
key'. Then, by comparing the watermark detection rate of
all clients, identify the client with the highest detection rate
max(l//keyg) that is also higher than the threshold 1. This client
is considered the source of the leak. If all extraction results
are below 1), the model is not considered stolen from us. This
process can be expressed by Eq[I0}

max(WYiey) > 1N, True
v,mckz{ Vier) (10)

other, False

Where 1 defines the threshold for judging whether the
watermark exists.

Copyright verification: Once a model is leaked, it becomes
challenging to determine whether the leak originated from
the client side or post-deployment. If the previous section’s
leakage tracing fails to detect the leaking client, it becomes
necessary to verify whether the model was leaked after de-
ployment. This process is also described in @ of Fig[2] The
model copyright verification process is similar to the leakage
tracing process, with a key difference: the watermark detection
rate is calculated based on the Hamming distance between the
key' and the copyright information key,,. If Viey:, €xceeds the
threshold 7, the model is judged to be infringing. This can be
defined as follows:

True

11
False (i

\% o — quér >,
co right —
Py other,

V. EXPERIMENTAL EVALUATION

A. Experiment Settings

The study utilized the PyTorch 1.13.1 framework. The
hardware configuration included an NVIDIA GeForce RTX
4060 Ti GPU with 8 GB of memory, an Intel Core i5-13600KF
CPU. The experiment involved 50 participants. Based on
independent and identically distributed (IID) samples, the
dataset was divided into 50 simulated client datasets. The
dataset was divided into training and test sets in a ratio of
8:2. Under the non-independent and identically distributed
(Non-IID) setting, the dataset was divided into three different
concentrations of 0.5, 0.7 and 0.9 according to the Dirichlet
distribution generation, and verify the impact of different data
set partition concentrations on the experimental results. The
training process includes 150 rounds of communication. The
learning rate of each round is set to 0.01, the momentum is set
to 0.9, the minibatch size is set to 64, and the selected client
is trained locally for 10 epochs. The watermark length ¢ was
set to 256 bits.

1) Models: In our experiments, we selected three classic
models: AlexNet, VGG16, and ResNet-18. AlexNet introduced
by Krizhevsky et al. [39] in 2012, consists of 8 layers,
including 5 convolutional layers and 3 fully connected layers.
It employs ReLU activation functions, local response normal-
ization, and overlapping max pooling. VGG16 developed by
the Oxford Visual Geometry Group [40], comprises 16 layers,
including 13 convolutional layers with 3x3 receptive fields and
3 fully connected layers. It is known for its simplicity and
depth, allowing it to capture fine-grained features efficiently.
ResNet-18 part of the ResNet series introduced by He et al.
[41], includes 18 layers with residual connections that address
the vanishing gradient problem in deep networks, ensuring
robustness and efficiency for various image classification tasks.

2) Datasets: In our experiments, we used three datasets:
MNIST [42], CIFAR-10 [43], and CIFAR-100 [43].

MNIST: The MNIST (Modified National Institute of Stan-
dards and Technology) dataset is a handwritten digit classifi-
cation dataset. It contains 60,000 grayscale images for training
and 10,000 grayscale images for testing. Each image is 28%28
pixels in size. Each image contains a handwritten digit (from O
to 9). The task of the MNIST dataset is to classify handwritten
digit images into corresponding digital labels.

CIFAR-10: The goal of the CIFAR-10 (Canadian Institute
For Advanced Research) dataset is to classify color images
of 10 different categories. It contains 60,000 images with an
image size of 32*32 pixels and is divided into 10 categories,
each containing 6,000 images.

CIFAR-100: CIFAR-100 is an extended version of the
CIFAR-10 dataset. The categories are more refined, so the
classification task is more complex. There are 100 categories in
total, and each category has only 600 images, totaling 60,000
images. The size of each image is still 32*32 pixels, and the
number of images contained in each category is also the same.



These three datasets—MNIST, CIFAR-10, and CIFAR-
100—serve different purposes in model evaluation. The
MNIST dataset is suitable for validating basic image classifi-
cation models. CIFAR-10 contains color images across 10 cat-
egories, while CIFAR-100 includes 100 categories, presenting
a higher level of challenge. These three datasets are widely
utilized as benchmark datasets for deep learning, enabling
direct comparisons with previous studies and thereby ensuring
the reproducibility and reliability of experimental results.

3) Threshold: Setting of Threshold &: To determine an
appropriate threshold & in Eq@, we conducted a statistical
experiment. We measured the differences in the watermark
detection rate y for 1,000 malicious clients and 1,000 benign
clients after local training, as shown in Fig[3] The comparison
of these differences clearly shows that the watermark decline
for malicious clients is significantly greater than that for be-
nign clients. The average watermark decline rate for malicious
clients is 47%, whereas for benign clients, it ranges only from
0.1% to 8%. Based on these findings, we set & to 15% to
effectively distinguish malicious clients from benign clients.
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Fig. 3: Watermark degradation after local training by malicious
and benign clients.

Setting of Threshold 7: To determine an appropriate
threshold 1 in Eq[T0] and Eq[TT} we compared the watermark
detection rate y of 1,000 watermarked models and 1,000 non-
watermarked models. The results show that y for watermarked
models are mostly between 90% and 100%, while y for
the non-watermarked models ranges only between 45% and
55%, as illustrated in ﬁgE[ Based on these observations,
we set 11 = 85%, which effectively distinguishes between
watermarked and non-watermarked models.
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Fig. 4: Watermark extraction results by watermarked model
and non-watermarked model.

B. Fidelity

To evaluate fidelity, we conducted experiments using various
models on three different datasets, comparing the accuracy
(ACC) of watermarked models and the non-watermarked mod-
els for the main task. We benchmarked these results against
FedTracker [32], the state-of-the-art method of the same type.
FedTracker embeds the watermarks in different segments,
while we embed the watermarks within the same segment of
parameters.

As shown in Fig[5] we compared the watermark embed-
ding method used in FedTracker with our proposed FedMLC
watermarking scheme. Although the watermark embedding of
FedMLC affects model performance, the accuracy of the main
task decreases by less than 1% compared to non-watermarked
models. FedMLC consistently outperforms FedTracker across
all four experimental groups. This indicates that FedMLC
maintains high fidelity.

C. Effectiveness

1) Effectiveness of Malicious Client Detection: In this
experiment, we set a total of 50 clients and simulated sce-
narios where malicious clients made up 20%, 40%, 60%,
and 80% of the total. The results of watermark degradation
under different proportions of malicious clients are shown
in figl| The A of all models uploaded by malicious clients
are greater than threshold &, indicating that our detection
mechanism successfully identified all malicious clients, even
when they constituted a substantial portion. This suggests
that our method demonstrates robust detection capabilities
across various proportions of malicious clients, confirming
the effectiveness of our proposed malicious client detection
mechanism.

2) Effectiveness of Traceability: We tested the impact of
different number of clients on the effectiveness of leakage
tracing. The experimental results are shown in Fig[7] The wa-
termark detection for the leaker is highly significant, whether
there are 30 clients or 50 clients. Specifically, for the model
with 30 clients, the watermark detection rate of the leaker is
99.28%. For the model with 50 clients, the watermark detec-
tion rate reaches 98.4%. The watermark detection rate of the
benign client watermarks in the leaker model is around 50%.
This demonstrates that the proposed watermarking algorithm
can effectively trace the leaker, thereby ensuring data security
and traceability.

3) Effectiveness of Copyright Verification: In our study, we
tested the effectiveness of copyright verification on models
trained with 30 and 50 clients respectively. As shown in
Table[ll] the complexity of the cifarl00 dataset, makes it
difficult for the model to converge, which also affects the
performance of the watermark embedding. Despite this, for all
other datasets, the watermark detection rate exceeded 99% in
each group of experiments. These findings demonstrate that
our proposed Copyright Verification scheme is reliable and
stable in most scenarios.

D. Robustness

1) Robustness against Fine-tuning Attack: To evaluate the
robustness of our watermarking algorithm against fine-tuning
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TABLE II: Effectiveness of copyright verification under the < 5] s
different number of clients. £ o] £ o
Watermark detection rate (% & i
Dateset / Model - ( )_ N ¥ o
30 clients 50 clients 5 £
Mnist / Alexnet 100.00 100.00 2 R
_ — Featracer — Fedtracer
Cifar10 / Alexnet 100.00 99.98 s T R R R ) o 2 % a w
Cifarl0 / Vgg-16 100.00 100.00 Epochs Epoch
Cifar100 / Resnet18 90.32 89.03

attacks, we trained the model without the regularization term
and then assessed the watermark detection rate after 50 train-
ing epochs.

As shown in Fig[8] the watermark detection rate of our pro-
posed algorithm remains nearly unchanged after fine-tuning.
In contrast, the copyright watermark detection rate of the
FedTracker scheme shows a slight decrease under the same
conditions, yet it is still lower than that of our scheme.

(c) Cifar-10 / Vgg-16 (d) Cifar-100 / Resnet-18

Fig. 8: Robustness against fine-tuning attacks

2) Robustness against Pruning Attack: Pruning attacks aim
to reduce the model’s complexity to undermine watermarks,
making them difficult to detect. FedMLC uses a weight-based
pruning method to evaluate the robustness of the watermark
under such attacks.

As shown in Fig[9] after 50% pruning, both the watermark
detection rate and main task accuracy of the watermark algo-
rithm proposed in FedMLC and FedTracker algorithm have



decreased significantly. It is important to note that the water-
mark remains effective as long as the models’ performance
does not significantly decline. When the pruning strength is
sufficient to remove the watermark, the model also loses its
protective value. Furthermore, while maintaining effective per-
formance on the model’s main task, our watermark detection
rate exhibits a lower decline compared to Fedtracker. This
suggests that the watermarking scheme proposed in FedMLC
demonstrates greater robustness against pruning attacks.
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Fig. 9: Robustness against pruning attacks

3) Robustness against Quantization Attack: Model quanti-
zation involves converting the data types of weights and activa-
tion parameters within the model (e.g., from floating-point to
lower-bit integer) to accelerate the inference speed. However,
this process can lead to a decrease in model accuracy. To
evaluate the robustness of our proposed method against such
attacks, the parameters are quantized into the following three
types: float32, floatl6, and int8.

According to Table[lTl] the experimental results indicate that
under different quantization levels, the model’s accuracy and
watermark detection rate did not significantly decline, with the
maximum impact being only 1%. This demonstrates that our
method can effectively resist the interference of quantization
attacks, ensuring robustness in practical applications.

TABLE III: Robustness against quantization attacks.

Dataset / Model Metric float32 floatl6 int8
Mnist / task ACC(%) 99.4  99.18 99.10
Alexnet v (%) 100.00 100.00 100.00

Cifar-10 / task ACC(%) 8538 8538 85.20
Alexnet v (%) 100.00 100.00 100.00
Cifar-10 / task ACC(%) 89.99 89.90 89.01
Vgg-16 v (%) 100.00 100.00 100.00
Cifar-100 / task ACC(%) 37.54 37.54 36.60
Resnet-18 v (%) 89.43 8532 8598

E. Secrecy

To evaluate the secrecy of FedMLC, we analyzed the param-
eter distributions of AlexNet and VGG16 models trained on
the CIFAR-10 dataset. As shown in Fig[T0] we compared the
parameters of watermarked and non-watermarked models. The
results show that both types of models exhibit no significant
difference in their parameter distributions, nearly following
the same distribution. This similarity makes it difficult for
attackers to discern whether the model is watermarked or non-
watermarked, thereby verifying the secrecy of our scheme.
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Fig. 10: Parameter distribution of watermarked and non-
watermarked models.

F. Applicability under Non - Independent Identically Distri-
bution

Evaluating the performance of the proposed method in Non
- Independent Identically Distribution (non-iid) data environ-
ments is crucial, because non-iid data reflects the diversity
and complexity of real-world data, and evaluating with non-iid
data provides a more accurate understanding of the model’s
performance in varied and real-world scenarios. We employ
the Dirichlet distribution to generate non-iid data. In FedMLC,
the concentration parameter p € [0, 1] controls the degree
of non-iidness in the data. When p is small, the generated
data exhibit greater diversity, implying significant differences
among data from different clients. Conversely, as p increases,
the data tends to become more iid, making the data from
different clients more similar. In our non-iid experiments, we
tested with concentration parameters set to p = 0.5, 0.7, and
0.9, respectively.

1) Fidelity under Non-iid: In non-iid scenarios, we evalu-
ated the accuracy of models with different concentrations of
Dirichlet distributions on the task set, as detailed in Table[IV]
Compared to non-watermarked models, watermarked models
showed a slight decrease in accuracy, with the maximum
decline on the task set being 1.22%. These results indicate that
even in scenarios with significant differences in data distribu-
tion and features, embedding watermarks did not significantly
increase the risk of performance degradation of the models.

2) Effectiveness under Non-iid: Effectiveness of Malicious
Client Detection: We evaluated the effectiveness of our ma-
licious client detection mechanism under varying Dirichlet
concentrations. Table[V] provides examples showing that, re-
gardless of the Dirichlet concentration, the watermark decline
rate for malicious clients consistently exceeds the threshold,
while the watermark decline rate for benign clients remains



TABLE IV: Fidelity under different non-iid settings

Watermark detection rate (%)

Dateset / Model Methed
p=05 p=07 p =009 iid
Mnist / Alexnet WM / No WM 98.00 / 97.94 98.03 / 98.16 98.18 7 99.20 98.18 7 99.40
Cifar-10 / Alexnet WM / No WM 84.88 / 85.78 84.92 / 85.87 85.04 / 86.21 85.38 /86.33
Cifar-10 / Vgg-16 WM / No WM 88.98 / 89.13 88.98 / 89.70 89.10 / 89.99 89.12 / 89.99
Cifar-100 / Resnet-18 WM / No WM 37.12 /1 37.30 37.16 / 37.69 37.22 / 38.00 37.54 1 38.07
below the threshold. This demonstrates that our malicious 100 . 100 .
client detection mechanism can accurately distinguish between € o] € o]
malicious and benign clients under different concentrations £ £ o]
and that the non-iid setting does not affect its effectiveness. i g .
g g
TABLE V: Effectiveness of malicious client detection under E ] g ]
non-iid settings. e e
. “© 10 20 30 40 50 © 10 20 30 40 50
Clinet Watermark decline rate (%) Clients Ciients
ine
p=05 p=07 p=09 iid (a) iid (b) p=0.5
Bin-Client 1.6 1.6 1 1 100 . 100 .
Mal-Client 39 37.5 4141 4141 g w € o0y
Bin-Client ~ 3.12 1 0.6 0.5 5"
L 70 2 704
Mal-Client  40.62 46.87 37.5 39.58 s, s,
Mal-Client  41.28 41.60 38 37.27 - £ w
. oy . © 10 20 30 40 50 “ 10 20 30 40 50
Effectiveness of Traceability: To assess the impact of Clients Clients
non-iid data on leakage tracing, we trained a VGG16 model
(c) p=0.7 (d) p=0.9

on CIFAR-10 datasets using various Dirichlet concentrations
and embedded watermarks on 50 clients. Compared to iid
data, models with Dirichlet concentrations of 0.5, 0.7, and
0.9 could still accurately distinguish between malicious and
benign clients. As shown in Figl[TT] the watermark detection
rate for malicious clients was significantly higher than for
benign clients on these models. This demonstrates that our
watermarking algorithm remains effective even when handling
imbalanced data distributions.

Effectiveness of Copyright Verification: To assess the
effectiveness of copyright verification under non-iid data dis-
tributions, we conducted an experiment using the CIFAR-
10 dataset with varying Dirichlet concentration parameters.
The experimental results, as shown in Table[VI] illustrate
the impact of differing client data distribution on copyright
verification. Notably, we observed that with a Dirichlet con-
centration parameter p=0.5, the watermark detection rate
decreased by up to 3.1%, but copyright verification can still
be achieved despite this reduction. Consequently, we conclude
that copyright verification methods remain effective under non-
iid conditions.

TABLE VI: Effectiveness of copyright verification under non-
iid settings.

1 v
Dataset / Model Watermark detection rate (%)

p=05 p=07 p=09 id
Cifar-10 / Vgg-16 9840 9840 9922  100.00
Cifar-10 / Alexnet ~ 96.88 9922  100.00  100.00

Fig. 11: Effectiveness of traceability under non-iid settings.
Red dots represent malicious users, while blue dots represent
benign users.

3) Robustness under Non-iid: Robustness Against Fine-
tuning Attack: Regarding the robustness of our watermark-
ing scheme against fine-tuning attacks on non-iid data, we
analyzed the watermark detection rate after model fine-tuning
under various Dirichlet concentration levels. According to the
findings from Fig[I2] indicate that even with a Dirichlet con-
centration of 0.5, we successfully extracted 96% of watermark
bits from the model and achieved effective watermark verifica-
tion after 50 epochs of fine-tuning. These results indicate that
non-iid data does not significantly affect the robustness of our
proposed watermarking scheme against fine-tuning attacks.

Robustness Against Pruning Attack: In our experiments,
we evaluated the performance of models trained in various
non-iid environments under pruning attacks. Regardless of
the Dirichlet concentration being 0.5, 0.7, or 0.9, the models
experienced a significant performance drop after pruning 50%,
similar to what was observed in experiments under the iid
setting. The performance degradation trend under pruning
attacks was consistent with that of models trained an iid
environment, showing no additional decline due to the non-iid
setting. Additionally, the watermark remained effective as long
as the model performance was effective. This indicates that,
across different Dirichlet concentrations, non-iid data does not
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significantly impact the robustness against pruning attacks.
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Fig. 13: Robustness against pruning attacks under non-iid
settings.

Robustness Against Quantization Attack: In our exper-
iments, we evaluated the performance of models trained on
the CIFAR-10 dataset under different Dirichlet concentrations
when subjected to quantization attacks. As shown in Table[VII}
the results indicate that varying Dirichlet concentrations have
minimal impact on model performance. Although there was
a slight performance decrease when using int8 precision with
a Dirichlet concentration of 0.5, this decline does not signif-
icantly affect watermark verification accuracy. These findings
suggest that models trained under non-iid conditions exhibit
relatively stable robustness against quantization attacks.

TABLE VII: Robustness against quantization attacks under
non-iid settings.

Watermark detection rate (%)

Data type

p=05 p=07 p=09 iid
float32 10000  100.00 10000  100.00
float16 96.87 99.22 99.22 100.00

int8 93.75 98.40 99.22 100.00

VI. CONCLUSION

In this study, we propose FedMLC, a novel white-box wa-
termarking method for protecting the copyright of FL models
and detecting malicious users in IoT environments. FedMLC
embeds a unique watermark for each edge node through
watermarking technology, effectively tracing the source of
leakage when edge nodes maliciously expose the model,

thereby enhancing the security and copyright protection of
the model. Furthermore, the embedded watermark can also be
used to determine whether malicious behavior occurs at edge
nodes during the FL process. Before model deployment, we
embed a copyright watermark into the global model with the
same algorithm to ensure ownership rights. Experiments have
demonstrated that FedMLC remains effective against various
potential attacks, such as model pruning, fine-tuning, and
quantization attacks. FedMLC consistently retains its effec-
tiveness and reliability under both IID and non-IID conditions.
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