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Abstract: The possibility of demonstrating power in cyberspace to create deterrence is a controversial topic. The desire of 
states to hide their true cyber capabilities leads to a reluctance to reveal their existing cyber power. However, the core idea 
of deterrence involves demonstrating power and signalling the will to use it so that the potential aggressor would find it 
less tempting to carry out aggression. Several studies attempt to solve the challenges related to cyber deterrence with a 
holistic approach, where deterrence in cyberspace is produced as part of a comprehensive deterrence using all instruments 
of state power, such as diplomatic, information, military, economic and legal capabilities. In turn, some studies argue that 
for credibility, cyber deterrence must include measures implemented specifically in cyberspace because cyberattacks can 
only be responded to in real-time with cyber capabilities. This paper argues that demonstrating cyber power is both 
necessary and profitable for the credibility of deterrence, although the nature of cyberspace and related technologies pose 
some limitations. This study examines the possibilities of demonstrating cyber power in concrete ways and aims to add a 
new perspective to academic debate. Cyber deterrence is investigated from the perspective of classical deterrence theory, 
including deterrence by denial and deterrence by punishment. By examining cyber deterrence literature using content 
analysis, deterrents that can be produced with cyber capabilities are defined, and examples of means to produce these 
effects are presented. According to the central observation of the study, a state can choose whether to demonstrate cyber 
power by revealing the victories achieved in real-life cyber battles, by demonstrating force in another state's cyberterritory 
or by disclosing selected capabilities in separate simulations without a real-life connection. 
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1. Introduction 
Cyber deterrence can be understood in at least three different ways. First, it can be understood as using the 
state's cyber power as a deterrent against a military attack. The second conception is using military resources 
as a deterrent against a cyberattack. Third, it may mean using the state's cyber capabilities as a deterrent 
against a cyberattack. (Soesanto & Smeets, 2021) This paper investigates the third option from the perspective 
of deterrence signalling. 

Cyber deterrence research is focused on controlling real-life cyber events and demonstrating power with cyber 
operations (Bendiek & Metzger, 2015). Only a few studies focus on the enablers of cyber operations, such as 
governance, training and decision-making (Huskaj, 2019). Also, displaying cyber power that does not involve 
real-life cyber operations has received less attention. This research explores the possibilities of demonstrating 
cyber power in real-life events and other ways that do not require the disclosure of the state's critical cyber 
capabilities. 

Due to the unique characteristics of cyberspace, there are still many unsolved challenges associated with cyber 
deterrence. Some of these challenges could be resolved with already existing implementation options if 
consciously combined with deterrence signalling. These options are investigated in this article. The research 
question is: "What kind of options can be utilised for cyber deterrence signalling?" To answer the question, the 
study analyses cyber deterrence literature and forms an understanding of the possibilities and limitations of 
cyber deterrence signalling. This analysis sets the conditions for solutions sought from real-life cyber events as 
examples of how cyber deterrence can be signalled. 

2. Theoretical Background  
At the core of the classical deterrence theory is the idea of force, which the state is ready to use against 
aggressions by other states. The will to use this force is communicated preventively to decrease the threat 
actor's desire to behave aggressively. With the changing power relations in world politics and the development 
of cyberspace, the need for deterrence has remained. However, the concept has changed from absolute 
nuclear deterrence to a broad spectrum of deterrents and flexible escalation control. (Freedman, 2021) 

A fundamental dichotomy in classical deterrence literature appears in subsequent deterrence studies in one 
form or another. According to these studies, deterrence can be divided into deterrence by denial and 
deterrence by punishment. The goal of deterrence by denial is to convince the threat actor that aggression will 
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not achieve the desired effects and goals. The main message of deterrence by punishment is that at least an 
equal response follows that aggression. The classical deterrence theory assumes that deterrence is 
implemented by states that signal their intentions to each other. Deterrence will then fail if aggressions are 
carried out. (Mazarr, 2021) 

The principles of classical deterrence theory do not apply to cyberspace as such (Taddeo, 2018), and it is no 
longer a dichotomous concept where it either succeeds or fails depending on the aggressions that have taken 
place (Chen, 2023). Cyberspace will not achieve complete immunity from attacks because it offers more 
opportunities for attack than opportunities for protection. (Tor, 2017) However, this is not a valid reason not 
to engage in deterrence signalling related to the protection of cyberspace sovereignty. 

Part of deterrence signalling is a demonstration of force. Warfighting is the state's most unambiguous 
opportunity to demonstrate its military power. Since deterrence aims to prevent aggression, force must be 
demonstrated before tensions escalate into an armed conflict. In peacetime, states can demonstrate their 
military power with military exercises and deliberately promote experiments and exhibitions. These means can 
also be used for abilities that are more difficult to demonstrate, such as cyber capabilities. (Montgomery, 
2020) 

The classical deterrence theory requires the ability to respond to aggression. That, in turn, requires the ability 
to identify the attacker reliably. In cyberspace, attribution can be challenging if techniques have been used 
that make it possible to hide the origin of the attack. Although the development of technology has enabled 
more effective attribution, the state rarely wants to report the attack to hide its actual cyber capabilities. 
(Lonergan & Lonergan, 2023; Chen, 2018; Taddeo, 2018; Wanic & Rowe, 2018; Lee, 2015) On the other hand, 
developing technology to enable attribution is profitable for the state because successful attribution also 
increases the credibility of cyber deterrence (Navicky & Tkach, 2023; Baliga et al., 2018; Chen, 2018). 
Therefore, cyber deterrence signalling via real-life actions is problematic because states want to hide their 
cyber capabilities. At the same time, deterrence is based on publicised facts of capability and will to use it. 

Another challenge of cyber deterrence is credibility, the lack of which renders signalling useless. In contrast to 
nuclear weapons and conventional military power, cyber capabilities represent soft power that can hardly 
directly achieve massive destructive power, as required by deterrence by punishment. (Lonergan & Lonergan, 
2023; Chen, 2018, Taddeo, 2018; Lee, 2015) For this reason, cyber deterrence signalling must be based on 
factors other than brute force. 

For the challenges presented, the academic discussion on cyber deterrence still debates different 
implementation options (Soesanto & Smeets, 2021). Cyber persistence theory offers a novel solution to 
protecting a state's sovereignty in cyberspace by continuously seeking initiatives to create and maintain 
favourable conditions of security in cyberspace. This approach is based on principles of exploitation rather 
than coercion (Fischerkeller et al., 2022). Another approach is cyber diplomacy, which enhances security and 
stability in cyberspace via cooperation, confidence-building and the establishment of international norms. (van 
der Meer, 2015) Although these approaches to state cyber security differ in principle from cyber deterrence, 
they offer tools that can also be utilised from the perspective of cyber deterrence, for example, the ideas of 
initiative, continuity and cooperation. 

3. Methodology and Results 
This research focuses on deterrence signalling using cyber capabilities to defend the state's sovereignty in 
cyberspace. It should be noted, however, that deterrence signalling includes communication about the 
readiness to use all the instruments of the state's power to defend its sovereignty, such as diplomatic, 
information, military, economic and legal measures (Sweijs & Zilincik, 2021). Together with these, the 
demonstration of cyber power completes the entirety of the state's deterrence signalling. 

The study's theoretical basis was formed by content analysis (Puusa & Juuti, 2020). Scientific research on cyber 
deterrence was selected as the source material and searched in abstract and citation databases Scopus and 
Google Scholar. The search phrases included "cyber deterrence" and "deterrence in cyberspace". These 
phrases were searched from the title, keywords and abstract. The period was limited between 2013 and 2023 
to form an understanding of earlier research and current views on the subject. The initial search produced 209 
hits.  

The screening process narrowed the focus to articles about deterrence by denial, deterrence by punishment or 
deterrence signalling. After screening, twenty scientific studies that focused on the possibilities and limitations 
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of cyber deterrence and its implementation possibilities were selected as the material to be analysed. After 
the first analysis round, themes were formed, and the second analysis round was based on these themes. The 
themes were: "features of cyber deterrence", "options for demonstrating cyber power", and "deterrence 
options". Categories were formed under the selected themes.  

Six features of cyber deterrence were defined based on the analysed material. These features are presented in 
Table 1. The "x" marks the information found in each article. These features apply to demonstrating both 
defensive and offensive cyber capabilities.  

Table 1: Results of the content analysis: part 1. 
 

Features of cyber deterrence 

Factor 
 
 

 
Writer 

Continuous 
actions 

Co-
operation 
and 
confidence 
building 

The level 
of secrecy 
is a choice 

Attribution 
is a key 
capability 

Need for 
escalation 
control 

Deterrence 
is not 
absolute 

Borghard & Lonergan, 2023 x  x   x 

Chen, 2023   x x x  

Lonergan & Lonergan, 2023  x x    

Navicky & Tkach, 2023 x  x x x  

Pedersen, 2023   x x x  

Brown & Fazal, 2021   x    

Kostyuk, 2021   x  x  

Klimburg, 2020  x x  x  

Montgomery, 2020   x  x  

Baram & Sommer, 2019  x x  x  

Fischer, 2019   x x x x 

Baliga et al, 2018   x x   

Chen, 2018   x x x  

Taddeo, 2018   x x x  

Wanic & Rowe, 2018  x x x  x 

Carson & Yarhi-Milo, 2017   x  x  

Edwards et al, 2017   x x x  

Tor, 2017 x     x 

Lee, 2015   x  x  

Lindsay, 2015   x x x  

Continuous cyber operations signal to the threat actor about the state's maturity to protect itself from 
cyberattacks, making it difficult for the threat actor to carry out the aggression. Such continuity can reduce the 
threat actor's desire to attack. (Borghard & Lonergan, 2023) Such deterrence signalling is based on long-term 
activity and demonstrating determination and force in cyberspace. 

International cooperation in developing cybersecurity-related laws and norms and responding to cyberattacks 
together signals to the threat actor the will to solve cyber threats as an international front. (Klimburg, 2020; 
Wanic & Rowe, 2018) Sharing information about one's cyber capabilities can instil confidence in allies and 
neutral parties and increase stability with a potential threat actor. (Lonergan & Lonergan, 2023; Klimburg, 
2020) Signalling these actions specifically as part of deterrence could enhance credibility. 

It is not advantageous for the state to reveal too much of its cyber capabilities or activities in cyberspace, so a 
certain amount of secrecy is needed, for example, to protect the gained foothold in opponent systems and 
reconnaissance (Navicky & Tkach, 2023; Baram & Sommer, 2019). A state should not reveal anything it might 
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want to take advantage of later (Lonergan & Lonergan, 2023). The most risk-free option is revealing facts 
without connection to the state's actual cyber capabilities. 

Attribution strengthens if the state continuously improves its abilities for detection and identification (Baliga et 
al., 2018). If the state has built a credible attribution capability and publicly informs about the identified 
attackers, it may be easier to justify counterattacks in the eyes of the international communities (Wanic & 
Rowe, 2018). Correspondingly, repeated failures to identify an attacker inevitably also lead to a weakening of 
deterrence (Navicky & Tkach, 2023). From a signalling point of view, attribution is a crucial capability in 
cyberspace. 

Although cyber capabilities are considered soft measures, there could be a risk of escalation if a cyberattack is 
answered with a counterattack. Attacks are also accompanied by uncertainty in controlling the spread of the 
effects of cyberattacks. (Taddeo, 2018; Lee, 2015) Therefore, there is a need for escalation control when using 
offensive cyber capabilities. 

The state must accept that deterrence against cyberattacks is not absolute. Even so, it is worth making the 
cyberattack as complex and resource-consuming as possible because it can have a deterrent effect. (Fischer, 
2019; Tor, 2017) Despite this, the state must signal its determination to defend itself against cyberattacks. 

During the analysis, it was found that several cyber deterrence studies have focused on real-life cyber activity. 
This activity can be divided into countermeasures against attacks on the state and its offensive cyber 
operations against another state or a display of cyber power in which the state shows its power through a 
third party. These categories were named real-life events and proxy events in Table 2.  

A real-life event can be offensive or defensive. A fundamental choice is the level of secrecy, which is also 
related to escalation control. For example, while demonstrating the attribution ability, one can decide to share 
all the related information or only about the events and their prevention, leaving the attacker's identity 
undisclosed (Baram & Sommer, 2019). The latter choice can help manage the risk of escalation, primarily if the 
communication focuses on established evidence and events, leaving sensitive issues unaddressed (Lindsay, 
2015). Accordingly, when planning and executing offensive cyber operations, the state must assess the 
chances of getting caught and the resulting consequences (Edwards et al., 2017) and, if caught, choose 
whether to deny or admit guilt or even not comment on the matter at all (Brown & Fazal, 2021). Successful 
cyberattacks signal the state's ability and will to use force in cyberspace but might cause escalation and 
inevitably reveal the intelligence's footholds in opponent systems and techniques used for the attack. 

Proxy events can be, for example, the sharing of information that targets a third party. When a state detects a 
cyberattack, it can share related findings with the target state or participate in combating and countering the 
attack (Klimburg, 2020; Wanic & Rowe, 2018). Through a third party, a commercial operator or another 
authority, it is also possible to reveal information the state does not want to associate with, for example, 
military intelligence capability. 

The analysis found that cyber power can also be demonstrated with simulated events. These can be used to 
demonstrate cyber power without risking the exposure of the state's true cyber capabilities. The aim is to 
demonstrate the state's maturity as a cyberspace actor, including signalling expertise, technological 
capabilities and cooperation. Simulated events can be, for example, national and international cyber exercises, 
competitions and public demonstrations, which are communicated openly (Montgomery, 2020; Wanic & 
Rowe, 2018). 

Table 2 presents the prevalence of real-life, proxy and simulated events in demonstrating cyber power and the 
author's point of view on the deterrence of denial or punishment in the analysed material. 

According to the analysis, the basic principle for signalling deterrence by denial in cyberspace is demonstrating 
the ability to withstand and repel cyberattacks. Correspondingly, deterrence by punishment is signalled by 
demonstrating the will and ability to attack. The purpose of demonstrating cyber power is not always to inflict 
damage to the opponent but also to demonstrate the state's maturity to act in cyberspace. Table 3 
summarises examples related to the possibilities of demonstrating cyber power for both types of deterrence. 
The selected examples are existing state activities and have been investigated from the perspective of real-life, 
proxy and simulated events. 
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Table 2: Results of the content analysis, part 2 
 

Options for demonstrating cyber 
power 

Deterrence options 

Factor 

 

 

 
Writer 

Real-life 
events 

Proxy 
events 

Simulated 
events 

Denial with 
counter-
operations 
or retaliation 

Denial with 
resilience 
and defence 

Punishment 
with 
offensive 
cyber 
operations 

Borghard & Lonergan, 2023 x   x   

Chen, 2023    x  x 

Lonergan & Lonergan, 2023 x      

Navicky & Tkach, 2023 x    x  

Pedersen, 2023 x     x 

Brown & Fazal, 2021 x      

Kostyuk, 2021  x   x x 

Klimburg, 2020  x     

Montgomery, 2020   x    

Baram & Sommer, 2019 x      

Fischer, 2019 x   x x  

Baliga et al, 2018    x   

Chen, 2018     x x 

Taddeo, 2018 x    x x 

Wanic & Rowe, 2018 x x x x x x 

Carson & Yarhi-Milo, 2017 x      

Edwards et al, 2017 x      

Tor, 2017 x   x  x 

Lee, 2015     x  

Lindsay, 2015 x    x x 

The purpose of the simulated event is to demonstrate the state's maturity to protect its sovereignty in 
cyberspace via defensive and offensive means without disclosing the actual cyber capabilities. This can be 
achieved via cyber exercises, competitions and other simulations in training environments such as cyber 
ranges. They reflect either denial or punishment, depending on the type of the event. 

A cyber range includes a realistic network environment with realistic scenarios, enabling various roles and 
teaming, feedback for learning purposes and monitoring the trainee's actions during the exercise. (Muhammad 
et al., 2020) A state can utilise cyber ranges for signalling deterrence by denial or punishment by publicly 
disclosing information about their use. 

With cyber exercises, states can demonstrate their expertise, technological capabilities and ability to 
cooperate with other states. Locked Shields is an international cyber exercise conducted by the NATO 
Cooperative Cyber Defence Centre of Excellence (CCDCOE); it is defensive in nature and allows states to 
conduct strategic signalling. (Smeets, 2022) From the deterrence by punishment point of view, the CCDCOE's 
Crossed Swords exercise incorporates red teaming techniques, tools, tactics and procedures (Blumbergs et al., 
2019), which can be used for demonstrating offensive capabilities. Also, hacking competitions like the 
Pwn2Own (Portnoy, 2010) allow governments to demonstrate offensive cyber capabilities. It is profitable for 
states to signal their participation and success in such competitions, even if their more detailed content cannot 
be published.  

From the point of view of deterrence by denial, a proxy event can occur, for example, by sharing information 
about detected attacks against another state or aiding another state to identify and counter a cyberattack. The 
war in Ukraine has shown the possibility of assisting another country to defend itself through collaboration 

467 
Proceedings of the 19th International Conference on Cyber Warfare and Security, ICCWS 2024



Maria Keinonen and Kimmo Halunen 

with Western nations and technology companies (Willet, 2022). This is a valuable opportunity for the 
supporting country to signal its ability to execute cyber operations on the territory of another state, and vice 
versa, an opportunity for the defender to demonstrate its abilities to act as a host country in a multinational 
cyber defence operation. 

Signalling the states' ability to recruit patriotic hackers for offensive cyber operations benefits deterrence by 
punishment as a proxy event. For example, Russia published attacking guidelines against Georgia's government 
websites in 2008 and successfully recruited patriotic hackers for the task (Mareš & Netolická, 2020). Another 
example is the voluntary organisation "IT Army of Ukraine", established by the Ukrainian government, which 
allows cyber experts from Ukraine and other countries to execute cyber operations (Soesanto, 2023). On the 
other perspective, when recruiting civilians, the level of control can be challenging to establish, and some of 
the effects can be detrimental to the overall operation. This could also decrease the credibility of deterrence 
signalling. 

Isolating a state's internal network from the global Internet is an extreme example of the practical 
implementation of real-life deterrence by denial. Such an example is Russia's RuNet. According to the plans 
and outspoken rhetoric, RuNet is intended to be an autonomous network that can be taken off the Internet 
without affecting RuNet's internal networking (Kukkola, 2020; Kukkola, 2018). Western media have 
commented that Russia has successfully tested this capability (Mellor, 2022; Wakefield, 2019). Even though no 
evidence of this has been publicly presented, talking about it can be interpreted as Russia's cyber deterrence 
signalling.  

An alternative strategy to deterrence by denial is investing in state resilience and cyber diplomacy. For 
example, the European Union actively promotes the development of the international regulatory framework 
and projects its normative power (Miadzvetskaya & Wessel, 2022). Resilience is developed through, among 
other things, disruptive technologies in building a defensive shield for the EU member states. (Osula, 2022) 
Communicating about resilience and cyber diplomacy also strengthens deterrence signalling. 

From deterrence by punishment perspective, there are examples of cyberattacks affecting cyber and physical 
environments. Stuxnet, released in 2010, was used to destroy critical infrastructure related to nuclear 
enrichment in Iran. It was in Israel's and the United States' interests to halt Iran's nuclear program, so they 
executed a cyber campaign code-named "Olympic Games". (Lindsay, 2013) As a result, despite the states' 
motives, Iran is not yet a nuclear weapon state. Therefore, the Stuxnet may have played a role in deterrence 
by punishment, convincing Iran that more severe consequences might occur if the nuclear program were to 
proceed. 

Table 3: Options for signalling cyber deterrence using cyber capabilities 

Deterrence 
strategy    / 

Execution 

option 

Deterrence by Denial  Deterrence by Punishment 

Simulated event Demonstrations of expertise, technological 
readiness and cooperation via cyber exercises 
and competitions. 

Examples: Cyber Ranges, Locked Shields. 

Demonstrations of expertise, technological 
readiness and cooperation via cyber exercises 
and competitions  

Examples: Crossed Swords, Cyber ranges, 
Pwn2Own. 

Proxy event Information sharing of detected attacks against 
another state. Aiding another state to identify 
and counter a cyberattack. The ability to 
receive support. 

Examples: Ukraine cyber defence 
collaboration. 

Information sharing of potential aggressors’ 
networks. Offensive cyber operation with another 
state or targeting an enemy of another state. 

Examples: IT Army of Ukraine, patriotic hackers. 

Real-life event Publicly shared information. 

Examples: RuNet, EU cyber diplomacy and 
resilience.  

Publicly shared information. 

Examples: Stuxnet, NotPetya 

NotPetya, released in 2017, was originated by Russian military intelligence targeting the Ukrainian economy by 
encrypting and paralysing the computer networks of Ukrainian banks, firms, and government. (Crosignani et 
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al., 2021) Effective punishment in cyberspace generally requires technical capabilities and an understanding of 
the adversary's target systems. This ability could considerably threaten a potential aggressor alongside other 
deterrence signalling.   

4. Conclusions 
This article presents three options for demonstrating cyber power: simulated, proxy and real-life events. These 
options were examined from the point of view of deterrence by denial and deterrence by punishment, looking 
for implementation examples for each option.  

Simulated events, for example, cyber exercises and competitions, can demonstrate the state's ability to 
protect its sovereignty in cyberspace without revealing the state's actual cyber capabilities. A lack of direct 
connection to real-life activities can be a weak deterrence signal. However, continuous signalling could create 
a reputation of states' cyber maturity and benefit deterrence strategies.  

Proxy events can be, for example, information sharing of detected attacks against another state and aiding 
another state to identify and counter a cyberattack or targeting a mutual enemy. This allows the deterring 
state to demonstrate its ability to collect information and operate on other states' cyber territory and the 
defending state to demonstrate its ability to receive assistance. 

Real-life events are often more straightforward to signal from the perspective of deterrence by denial because 
related cyber activities can often be signalled without revealing technological details and concentrating on the 
achieved effects. Demonstrating offensive capabilities can be more challenging because the cyber attacker 
often wants to hide the attack's origin. Since the level of secrecy is often a choice, the state must consider the 
cost-benefit calculus when using real-life events for deterrence signalling. 

In conclusion, existing options exist for demonstrating cyber power through simulated, proxy and real-life 
events. States need to recognise these options and use them systematically for deterrence signalling. From a 
signalling point of view, the presented options for demonstrating cyber power differ in signal clarity and 
credibility. Despite this, it is worthwhile to demonstrate cyber power in as many ways as possible because 
these signals can create a credible image of the state's cyber deterrence. 
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