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Malicious RIS Versus Massive MIMO: Securing Multiple
Access Against RIS-Based Jamming Attacks

Arthur Sousa de Sena
André Gomes

Abstract—In this letter, we study an attack that leverages
a reconfigurable intelligent surface (RIS) to induce harmful
interference toward multiple users in massive multiple-input
multiple-output (mMIMO) systems during the data transmis-
sion phase. We propose an efficient and flexible weighted-sum
projected gradient-based algorithm for the attacker to optimize
the RIS reflection coefficients without knowing legitimate user
channels. Simulation results demonstrate that our malicious algo-
rithm outperforms baseline strategies while offering adaptability
for targeting specific users. To counter such a threat, we propose
two reception strategies, which we show to be effective even if only
an imperfect estimate of the cascade RIS channel is available.

Index Terms—Reconfigurable intelligent surface, massive

MIMO, passive jamming, physical-layer security.

I. INTRODUCTION

ECONFIGURABLE intelligent surface (RIS) is a low-
cost and low-power alternative to RF repeaters that is
meant to enhance service availability and resilience of next-
generation wireless networks by dynamically controlling the
reflection of impinging electromagnetic waves. Coupled with a
passive mode of operation, it is also an attractive technology in
adversarial applications. A malicious actor may deploy a RIS
or hijack an existing one to easily trigger attacks that utilize
impinging signals to attack wireless communication links.
Ample recent works have proposed a variety of attacks,
including creating destructive multipath [1], assisting an active
jammer [2], or an eavesdropper [3]. However, a potentially
more effective way to attack legitimate systems with a RIS
hinges on exploiting vulnerabilities in wireless system design.
For instance, active RIS architectures can create amplified
destructive millimeter-wave beamforming [4], or alter RIS
reflective coefficients between the transmission of data and
control symbols, resulting in a substantial degradation in
symbol error rate [5]. Similarly, by introducing malicious
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reflections during the channel estimation process, a malicious
RIS can reduce the effectiveness of channel equalization [6],
physical layer key generation rate [7], or corrupt the beam-
forming vectors [8]. Vulnerabilities in channel estimation
are particularly critical for multiple access methods in
massive MIMO (mMIMO) like space-division multiple access
(SDMA).

SDMA-aided mMIMO involves two stages: the channel
state information (CSI) acquisition, based on transmitted pilot
sequences, and data transmission using a precoder design
based on the acquired CSI. The dependency on CSI accu-
racy makes mMIMO systems vulnerable to pilot contamination
attacks triggered by active transmitters [9]. However, this
attack can also be conducted without additional power by
altering the RIS phase shifts between pilot and data trans-
mission. More worryingly, it was shown in [10], [11] that an
attack against legitimate users can be made effective even with
random RIS phase shifts, named “Disco Ball” attack.

In this letter, we propose a new and more potent version of
the attack against downlink data transmission to multi-antenna
users in a mMIMO system employing SDMA, whereby the
malicious RIS does not randomly select the phase shifts,
as in the Disco Ball strategy [10], [11], but efficiently opti-
mizes them to increase the damage, all without the knowledge
of legitimate channels. To accomplish this, we develop an
efficient and flexible weighted-sum projected gradient-based
algorithm to optimize the RIS coefficients. Subsequently, we
propose two reception strategies that require only an esti-
mate of the effective cascade RIS channel to mitigate the
adverse effects of the attack. Simulation results demonstrate
that our malicious algorithm outperforms baseline strategies
in unleashing more powerful attacks and exhibits adaptabil-
ity for targeting specific users. Our results also show that the
proposed mitigation strategies are effective even when only an
imperfect estimate of the cascade RIS channel is available.

Notation: The ith element of a vector a is denoted by [a];,
the (ij) entry of a matrix A by [A];;, the submatrix of A formed
by its rows (columns) from i to j by [A];;. ([A]. ;). The
transpose and Hermitian transpose of A are represented by
AT and A respectively, I is the M x M identity matrix,
07, v is the M x N zero matrix, and ¢ represents the Khatri-
Rao product. The operator vec{-} transforms an M x N matrix
into a column vector, vecd{-} converts the diagonal elements
of an M x M matrix into a column vector, diagm{-} creates
an M x M diagonal matrix from the diagonal elements of an
arbitrary M X M matrix, diag{-} transforms a vector of length
M into an M x M diagonal matrix, Z(z) returns the phase of
the complex number z, and E{-} denotes expectation.

II. SYSTEM MODEL

We study a downlink multi-user mMIMO system, consisting
of one BS employing M antennas and K spatially distributed
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Fig. 1. An attacker uses RIS to perform an interference attack against data
transmission in downlink multi-user mMIMO.

users, represented by the index set K = {1,2,..., K}, where
each user is equipped with N antennas, such that M > N.
The BS spatially multiplexes the users using an SDMA strat-
egy, in which linear precoders are employed. In the presence
of accurate CSI, such precoders can efficiently tackle mMIMO
inter-user interference. However, as illustrated in Fig. 1, the
system is jammed by an attacker that controls a malicious RIS
comprising L reflecting elements. It is assumed the attacker
has enough computational power to acquire the CSI of the
cascade RIS channel, but not the direct channels between
the users and the BS. With this information, the attacker
can recycle impinging signals from the BS and passively re-
introduce inter-user interference that conventional precoders
cannot eliminate. Under the described scenario, the kth user
receives the following signal

K
= (Fﬁ@G-}-HkH)ZPi\/ﬁXi—l—nk G(CN, @))
=1

where x; = [ JOG1T5 15+ - /O T S]T € C% is the data
vector comprlsmg S symbols intended for the ith user, satis-

fying E{|z; s|*} = 1, with a; 5 denoting the power allocation
coefficient for the sth symbol, P represents the transmit power
budget, P; € CMx5 s the precoding matrix responsible for
multiplexing users in space, n;, € CV is the noise vector,'
whose entries follow the complex Gaussian distribution with
zero mean and variance o2, and @ is the diagonal reflection
matrix of the malicious RIS, whose amplitude and phase-shift
coefficients associated with the /th reflecting element satisfy
the constraints |[®];] 1 and Z([®];) € [0, 27r VI =
1,...,L. The matrices H, € CM>*N G e cLx and
Fj, € CLXN represent the channels between the BS and the
kth user (link BS-U), the BS and the RIS (link BS-RIS), and
the RIS and the kth user (link RIS-U), respectively, and are
assumed to have correlated entries.

A. Precoding for User Multiplexing

To ensure the effectiveness of the passive RIS jamming
attack, the attacker maliciously stays idle during the BS chan-
nel estimation phase. This means the BS can rely only on
the jamming-free channels observed on each BS-U link to
construct the precoding matrix P;. The BS then employs a
two-layered spatial multiplexing strategy in which the desired
precoder is structured as P;, £ KDy, where K, addresses
inter-user interference and Dj maximizes the reception of
intended signals at the kth user. By recalling the truncated

ISince the attacker controls only a passive RIS with no active amplifiers,
any thermal noise introduced by the RIS reflecting elements is negligible.

IEEE WIRELESS COMMUNICATIONS LETTERS, VOL. 13, NO. 4, APRIL 2024

eigendecomposition, the channel covariance matrix of the
direct link BS-U for the kth user can be expressed as ¥ =
E{Hka} = UkAkUk, where A, € R™ X" is a diag-
onal matrix compr1s1ng r;, nonzero eigenvalues of Ek, and
Uj, € CMX"% s a tall matrix containing the associated eigen-
vectors. The useps’ channel matrices can then be factorized
as Hy = I_JkA;iﬁk’ where Hj, € C™*" is the reduced-
dimension fast-fading channel matrix, whose entries follow
the complex Gaussian distribution with zero mean and unity
variance. Thus, the 1nter-user 1nterference can be tackled if
[Ul Uk lUk+1 UK] K, = A K, = 0,Vk € K,
where A, € CM>XLwze™ s a block matrix with the
eigenvectors corresponding to the non-zero eigenvalues of
non-intended users. This implies that K; must be designed
from the orthogonal complement of the column space of A,
which can be achieved with the aid of its full singular value
decomposition (SVD). More specifically, let Uy, denote the
left eigenvector matrix of A; computed via SVD. Then, since
the last M —3 ;. 73 columns of Uy, provide the orthonor-
mal basis for the desired orthogonal complement, the precoder
for the kth user can be computed as

1

K}, = 75 [Ua] (r—s41):

u c (CMXS7 (2)
where the parameter S sets the number of parallel symbols to
be transmitted to each user, which must satisfy S < (M —
w2k k) and § < min{r}, vk € K.

On the other hand, we design the precoder D, to maximize
the received power, i.e., max||Hk K;Dg||%, at the kth user.

This goal can be achleved through the full SVD of the pro-
jected channel HH K; € CNxS Spec:lﬁcally, by recalling the

SVD, we can decompose Hk K, = Uk kV . Then, the inner
precoder can be obtained as D), = Vj, € C°*5.

III. RIS-ASSISTED ATTACK DESIGN

With the precoder in (2), the BS can effectively suppress
inter-user interference experienced in the link BS-U. However,
because the BS cannot detect the malicious RIS during chan-
nel estimation, inter-user interference propagating through the
reflected BS-RIS-U link will inevitably be re-introduced to the
users. Thus, the kth user will observe the following signal

K
v = HP,vPx, + F/OGY PVPx;+1;.  (3)
i=1

The attacker aims to re-introduce as much inter-user
interference as possible in the system to degrade the detec-
tion of intended symbols at each targeted user k£ € K. To this
end, the reflecting coefficients of the deployed RIS are tuned
to steer all transmissions coming from the BS to jam multiple
access.

The challenge is that the attacker is unlikely to have access
to the legitimate BS-U channels or the BS precoders. Despite
this, it can still exploit the RIS channels to boost inter-user
interference. In this case, the attacker will attempt to match
the channels of the BS-RIS link with those of the RIS-U
link by maximizing ||FkH ©G||%. However, since a single RIS
has been deployed, the attacker cannot find a global set of
reflecting coefficients to achieve its objective optimally for all
users. Alternatively, the attacker may apply a flexible jamming
framework to tune the intensity of the attack for each user. This
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framework is implemented by computing the Pareto optimal
points for the following weighted-sum problem:

K 9
H
mgx E_ VkHFk @GHF,

(4a)
st |[Olmn| = 1,¥m,n € {1,...,L}{m=mn, (4b)
[®lmn| =0,Ym,n e {1,...,L}m #n, (4c)

where the scalars v, are the optimization weights that the
attacker can exploit to adjust the levels of interference to the
different users. Note that constraint (4b) sets the amplitudes of
the reflection coefficients to one, modeling the passive opera-
tion of the RIS, while (4c) ensures that © is a diagonal matrix.
These constraints, plus the matrix form of the objective func-
tion in (4a), make the problem difficult to solve. To tackle this
complication, the attacker transforms the original formulation
by exploiting the Khatri-Rao factorization:

(BT o A) vecd{X} = vec{AXB}, )

where X is diagonal and A and B are arbitrary matrices
of compatible dimensions. Specifically, by invoking (5), the
following transformations can be applied:

0 2 vecd{®} € CL 8, 2 GT o ¥l € CMNXL,

Then, by plugging the above definitions into (4), the attacker
achieves the following equivalent problem

K
S 2
max kX_lekll k0113, (6a)
st. |[0]nl=1,Vn e {1,...,L}. (6b)

To simplify further the above optimization, the weighted
sum in (6a) is transformed into a matrix equivalent form by
vertically concatenating each term of the sum, as follows

V1St

max |l , (7a)
VVKESK]| ||,

s.t. |[0]n] =1,Vn e {l,...,L}. (7b)

The problem in (7) is non-convex due to the element-wise
modulus constraint and is, in general, NP-hard [12]. To over-
come the challenge, we propose a suboptimal but practical
strategy utilizing a projected gradient-based algorithm. The
proposed strategy is presented in Algorithm 1, where T is the
number of iterations, [ is a parameter used to tune the step
size «, and A\pax(-) returns the largest eigenvalue of its argu-
ment. As demonstrated in [12, Th. 1], this algorithm converges
to a Karush-Kuhn-Tucker (KKT) point of the original problem
as long as o < 1/X\*, with A\* denoting the largest eigenvalue
of S#S, defined in line 1 of Algorithm 1.

It should be noted that the solution to (7) represents a
feasible attack that may cause significant performance degra-
dation to the users, as demonstrated in our simulation results.
However, it does not represent a system-wide optimal RIS
attack, for it does not assume that the attacker has access to
important parameters, such as BS precoders and BS-U channel
matrices, which may be difficult, if not impossible, to obtain
by the attacker.

IV. RECEPTION AND ATTACK MITIGATION

The BS precoders alone cannot cancel the attack by the RIS.
This section addresses this issue by proposing two detection
strategies to be deployed on the user side. In particular, we pro-
pose a two-layer reception strategy of the form Q; W, where
W, is responsible for tackling the malicious RIS reflections
and Q;, is a reception matrix responsible for removing inter-
symbol interference. Moreover, while the CSI of the link BS-U
is available to the network, we assume that only an estimate
of the cascade BS-RIS-U channel ZkH = FkH OG can be made

available to the users,? which we model as follows

Z, 21— 122 4+ TEy, (8)

where E;. is the error matrix, which is independent of Z; and
whose entries follow the standard complex Gaussian distri-
bution, and 7 € [0, 1] models the level of error between the
estimate Zj, and the true channel Zj,.

A. Full MITigation (F-MIT) of RIS Attacks

By considering all RIS-reflected signals as interference,
this first strategy aims to fully mitigate the attack. To this
end, let us define P 2 [Py---Pg] € CM*KS gpd 3 2
[xlT = x};] T ¢ CKS . Then, (3) can be rewritten as

vi = HIP vV Px; + ZHPVPx + 1. ©)

Now, to mitigate the attack, the kth user needs an inner
receptor W, that can achieve WkaHP ~ 0g 5. Thus, Wy,
should lie in the left null space of the transformed channel
matrix Z; 2 Zgl P € CN*KS Since the perfect knowledge
of Z;. is not possible, users approximate the desired left null
space from the left eigenvector matrix Uzk e CNXN of the

estimated channel Zk £ Zf P € CNXKS Note that, in addi-
tion to canceling interference, the matrix Wy, with dimension
W x N, should satisfy N > W > § for Q; to remove the
inter-symbol interference. Provided that N > KS is satisfied,
Z;, will have full column rank and a left null space of dimen-
sion N — KS. As a result, the perfect orthogonality with the
estimated channel, i.e., WiZ; = Ow s, is achieved if and
only if W < N — KS, otherwise residual interference is left.
With these observations, Wy, can be constructed from the last
W rows of Ug , as follows
£y

W), = [Ug] cWxN, (10)
Ll (N—=W+1):N,:

where we should satisfy N > KS for the existence of a non-
trivial left null space. Moreover, we adjust W = max{N — KS,
S}, which satisfies the requirement W > S.

Now, since the resulting effective channel WkaH P is an
W x § matrix, with § < W, we can remove the inter-symbol
interference by computing its left inverse, as follows

Qi = (W HIP)IW, HI P (W, HE P (11)

Then, after filtering the signal in (9) with (10) and (11), the
kth user detects the sth symbol with the following SINR

P|[Q W HIP x][?
QLW ZH PR]s|2 + 02[Qr QI s

g = 12

2 Advanced interference estimation techniques can be employed in the users’
devices to estimate the cascade RIS channels. However, this goes beyond the
objectives of this letter and arises as an interesting research direction.
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Fig. 2. User average sum rate under different attack scenarios: (a) for user 1, (b) for user 2, and (c) for user 3, considering N = 4 and L = 200.

where the rightmost term in the denominator follows from
|[kaknk]s|2 UQ[Q]CW]CW]?Q]{;{}SS = U2[QkaH]ss,
given that Wy, is a semi-unitary matrix, i.e., WkW,? =Ig.

B. Harnessing and MITigation (H-MIT) of RIS Attacks

In this subsection, we propose a second approach that
relaxes the orthogonality constraint W < N — SK demanded
by the F-MIT strategy. In this method, only unintended
reflected streams are selected for mitigation. As an added
advantage, users can harness the RIS reflections to extract
their own symbols. To attain this objective, we define
P* £ [Py -Py_Ppyy---Pg| € CMX(E-DS gpd 3+ &
x{ - ~xg_1ka+1 x BT e CE=1S which allow us to
rewrite the signal in (9) as

vi = (B + 2PV Pxy + ZHP*VPE* + 1. (13)
Thus, we need to achieve WkaHP* Oy 5,Vk €
K, which can be accomplished using a similar approach
of that employed for the F-MIT strategy. Specifically, let
7 2 Zf P* ¢ CNVX(K=1)S pe the estimated transformed
interference channel, and denote by UZZ the associated left

~
~

eigenvector matrix obtained from the SVD of ZZ Then, W,
can be obtained from the last W rows of Ug*, as follows
2k

W, = [UH* e CSXN, (14)

Zk] (N—W+41):N,:
with W = max{N — (K — 1)5, S5}, where now we need
N > (K —1)S for achieving the desired non-trivial left null
space, and only W < N — (K — 1)S for the orthogonality
with the estimated selected interference channels.

By relying on the effectiveness of W, to tackle ZkH P*/Px
in (13), users address the remaining inter-symbol interference
with the left inverse of the resulting estimated projected
channel Wk(HkH + Zf)Pk e CW*S which is given by

Q; = (Wi (HY + 2P W (H + 2 )Py~

x (Wi (HY +2)Py) " (15)

Note in (15) that the design of Q; now depends on Zk.
This implies that users might also experience inter-symbol
interference. By applying (15) to the signal in (13), the kth
user recovers the sth symbol with the following SINR

P|[Erxxls|?
PI[Xx)s|? + PlIQEWZI PE]s[? + 02[QiQf]os
where Ej, 2 diagm{QyW(H + ZI)P,} is a diagonal
matrix with the effective channel coefficients for intended sym-
bols, and Y}, £ Qka(HkH +ZkH)Pk — B is a hollow matrix
with the coefficients for inter-symbol interference.

s

Ve =

(16)

Algorithm 1: Malicious RIS Optimization for Multi-User
Jamming Attacks in mMIMO Systems

Inpl‘It: T?ﬁ € (071)7{7/17“' 7VK}7{SI7“' 3SK}7
VISt

VPKSK

1 Initialize: § = [ } 8(1) =11, \* = Amax (SHs),

a= 35
2 fort=1,2,---, T —1do

3 Compute the gradient of (7a):
_gH (g .
81y =51 (80(4)):
4 Perform the gradient step:
Pe+1) =) )
5 Compute the projection onto the unit 1-sphere:
O(t4+1) = ejé(d)(t“));
6 end

Output: © = diag{O(T)}.

V. SIMULATION RESULTS

In this section, we report on the outcomes of Monte
Carlo simulations. First, we compare the user sum rates of
a mMIMO system exposed to RIS attacks leveraging random
phase shifts, a.k.a. Disco Ball attacks [10], [11], and a system
under attacks launched by our malicious RIS scheme consider-
ing four different threat scenarios. Subsequently, we compare
the performance of a safe mMIMO (free from threats) and a
system under our optimized attack with and without employing
the proposed mitigation strategies, F-MIT and H-MIT.

In each case, the BS is equipped with a uniform linear
array of M = 60 antennas, and it communicates with K = 3
multi-antenna users, such that § = 2 parallel data symbols are
transmitted for each user. Moreover, we assume that the BS is
located at the origin, whereas users 1, 2, and 3 are located at
the coordinates (20, 0) m, (20, 40) m, and (50, 20) m, respec-
tively. As for the attacker, unless otherwise stated, its malicious
RIS is strategically deployed at the coordinate (30, 20) m.
With this geometrical scenario, the path-loss coefficients for
the links BS-RIS, RIS-U, and BS-U are, respectively, com-
puted as (dBS—RIS)—7, (d}}IS*U)_", and (d25~U)=1, for
k € {1,2,3}, where dBS—RIS d,?IS*U, and d;; S=U are the
distances, and 7 is the path-loss exponent set to 2.5 for all
links. Regarding Algorithm 1, we set the step parameter to
B = 0.99 and the number of iterations to 7 = 3 x 103.
Furthermore, we adjust the noise variance to 02 = —40 dBm
and employ a uniform power allocation among users and
symbols, such that ay, | = -~ = a3, g = 1, Vk € {1,2,3}.

Fig. 2 presents the user average sum rate curves, computed
as R = E{Zle loga(1 + v})}, which informs the sum
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spectral efficiency for each user k € {1,2,3} under different
attack scenarios. These results validate the proposed malicious
RIS algorithm and demonstrate its efficiency and adaptability
in executing targeted attacks against a specific user. As can be
seen, this capability cannot be achieved with the Disco Ball
attack. For instance, in Fig. 2(a), user 1 can achieve a sum
rate of 8.79 bits/s/Hz when the transmit power is 30 dBm
under the proposed RIS attack with equal weights (Attack 1).
When the attacker targets this user, i.e., 1 = 0.98 in Attack 2,
its sum rate drops to only 6.41 bits/s/Hz, a 2.38 bits/s/Hz
degradation compared to the equal-weighted case and impres-
sive 5.45 bits/s/Hz compared to the Disco Ball attack. Similar
behavior can also be verified for the other users in Figs. 2(b)
and 2(c), where the targeted attacks launched by our opti-
mized scheme are remarkably more powerful than the baseline
counterpart.

Fig. 3 evaluates the system average sum rate, calcu-
lated as R = E{3K | 2% | logy(1 + 7f)}. Specifically,
Figs. 3(a), 3(c), and 3(e) show that even when the constraints
of (10) and (14) cannot be met, i.e., when N = 4, both
F-MIT and H-MIT can still provide significant performance
gains over the case without mitigation, as long as the transmit
power is high enough. When N = 8§, the perfect orthogonal-
ity with the estimated RIS channel can be achieved by both
F-MIT and H-MIT, removing the saturation on the sum rate
curves, as shown in Fig. 3(b). However, since these recep-
tors also amplify the noise, attaining the same performance as
the safe system is impossible. Nonetheless, we can see that
recycling intended signals from the RIS-reflected signals is
advantageous as it enables the H-MIT receptor to significantly
outperform the F-MIT counterpart for N = 4 and N = 8. These
performance gains are also reproduced in the subsequent fig-
ures. In Figs. 3(c) and 3(d), the RIS is moved to different
positions along the x-axis direction, while keeping its y-axis
coordinate fixed at 20 m. As can be seen, the closer the RIS
is to the BS, the stronger the performance degradation caused
by the proposed attack. Lastly, Figs. 3(e) and 3(f) present the
system sum rates for the case when the estimation of the RIS
channels is imperfect, revealing that the H-MIT receptor is
beneficial even when the estimation error is high.

VI. CONCLUSION

In this letter, we have shed light on a powerful adversarial
attack that can be launched with an optimized RIS against
multiple users without requiring their legitimate channels.
Simulation results demonstrated the adaptability and efficiency
of the proposed RIS algorithm in significantly degrading the
sum rates of users, highlighting its superiority over the state-
of-the-art Disco Ball attack. This stresses the significance

of developing countermeasures to safeguard next-generation
wireless systems from emerging physical layer threats. In
this regard, we proposed two defense mechanisms, F-MIT
and H-MIT, for countering such malicious RIS attacks. Both
receptors provided significant performance enhancements over
unmitigated attack scenarios, even when their null space con-
straints could not be satisfied. Still, it is worth noting that
users in low transmit power regimes may still be affected by
the attack, and additional research and appropriate mitigation
strategies are required to safeguard them. Our future work
shall delve deeper into estimation strategies for enabling this
and related RIS attacks and developing new robust mitigation
strategies to counteract threats under realistic CSI conditions.
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