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Abstract—Several symmetric and asymmetric encryption
based authentication protocols have been developed for the Wire-
less Local Area Networks (WLANs). However, recent findings
reveal that these protocols are either vulnerable to numerous
attacks or computationally expensive. Considering the demerits
of these protocols and the necessity to provide enhanced security,
a lightweight Extensible Authentication Protocol (EAP)-based
authentication protocol for WLAN-connected IoT devices is pre-
sented. We conduct an informal and formal security analysis to
ensure robustness against the attacks. Furthermore, the empirical
performance analysis and comparison show that the proposed
protocol outperforms its counterparts, reducing computational,
communication, storage costs, and energy consumption by up
to 99%, 80%, 91.8%, and 98%, respectively. Simulation results
of the protocol using the NS3 and its overhead under unknown
attacks demonstrate that the proposed protocol performs better
in all scenarios. A prototype implementation of the protocol has
also been tested to evaluate its feasibility in real-time applications.

Keywords—Authentication, Extensible Authentication Protocol,
Formal Verification, Network Security, WLAN.

I. INTRODUCTION

We are rapidly moving towards a smart world where almost
everything will be digital. The Internet of Things (IoT) is
the next phase of technological revolution which is rapidly
evolving towards a smart world where the dependence of
connected things on wireless and mobile technology will
be inevitable. This is due to the fact that IoT applications
such as Smart city, Health monitoring, Smart homes, Smart
factories, Smart grid, Hospitality and Tourism in real life
are changing the way we go about every societal function.
With the recent influx of low-cost WLAN-capable smart IoT
gadgets, our reliance on WLAN technology has grown even
more [1] [2]. WLAN is widely regarded as an insecure public
network because of open-air broadcasting. Any unknown
user can intercept or access WLAN communication between
communicating parties. As a result, the security of the WLAN
(especially authentication) is a severe concern. To resolve this
concern, a robust authentication method is required to prevent
illegal network access and ensure that only authorized users
have access to the network [3]. Authentication is a method
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of confirming an entity’s identity when accessing a resource
[4], [5]. The WLAN security architecture is defined by IEEE
802.11i, which outlines the flexible key hierarchy and key
exchange between the IoT Device (D) and the Authentication
Server (AS). IEEE 802.11i employs IEEE 802.1x, a secure
and reliable authentication framework for establishing a secure
connection between the D and AS with the help of AP.
The IEEE 802.1x architecture uses the EAP framework for
a trustworthy base and message exchange [6], [7].
Extensible Authentication Protocol (EAP) is a framework
for facilitating a variety of WLAN authentication techniques
known as EAP methods, and RFC-3748 [8] contains a detailed
description of the EAP framework. Several authentication
methods that employ the EAP architecture have been devel-
oped and are commonly used in WLANs. However, all these
existing protocols fail to protect from newly identified attacks,
such as privileged insider attack, traceable attack, ephemeral
secret leakage. Apart from that, most of the authentication
protocol does not support the fast reconnect protocol for quick
re-authentication, and all the symmetric-based authentication
schemes require the secure channel during the registration
phase. Therefore, there is a pressing need to design an au-
thentication mechanism that protects from newly identified
attacks, supports fast reconnect, eliminates the secure channel
requirement, and is suitable for ultra-low-cost IoT devices.

A. Motivation and Contributions

The increasing use of IoT devices has necessitated the
design of security mechanisms for IoT applications. Generally,
IoT devices that require moderate bandwidth use WLAN
for communication. However, security (notably authentication)
continues to be a significant impediment to WLAN adop-
tion. Therefore, to secure the communication between the
D and AS, several symmetric and asymmetric encryption-
based authentication protocols have been proposed, with the
majority of them relying on the EAP architecture. Asymmet-
ric encryption-based authentication protocols offer excellent
security but come at a high cost, making them unsuitable for
ultra-low-cost IoT devices [9]-[13]. In order to address the
cost issue, several symmetric encryption-based authentication
protocols are proposed. However, some recent findings [14],
[15] reveal that although these protocols are lightweight but do
not ensure the prominent security features such as perfect for-
ward secrecy, identity protection, protection from traceability
attack, privileged insider attack protection, ephemeral secret
leakage, and many of them do not support fast reconnect
for quick re-authentication. To the best of our knowledge, all
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the symmetric encryption-based authentication protocols [9]-
[13] need a secure channel during the registration process.
However, this is only achievable in private premises such as
smart homes, smart factories, smart firm etc., and finding a
secure channel is infeasible in public places such as smart
hospital, smart shops, etc.

This paper proposes a symmetric key-based authentication
and key agreement protocol and shows that authentication and
key agreement method relying solely on symmetric key-based
operations can offer the same amount of security features as
provided by asymmetric key-based methods and at a much
lower cost. Further, the proposed method does not need a
secure channel during the registration process, which was only
possible with the public key-based protocols till date.

The key contributions of this paper are as follows

1) We design a symmetric key-based authentication method
that provides the same level of security as public key-
based authentication and key agreement protocols.

2) The proposed method removes the necessity of a secure
channel during the registration phase. To the best of our
knowledge, this is the first symmetric encryption-based
protocol that does not require a secure channel at the
time of registration. This feature may be essential for
the services such as smart hospitals, smart shops, smart
transport etc., where users may have to register in the
absence of a secure channel.

3) The informal and formal (i.e., BAN logic, and Scyther
tool) security analysis are conducted to confirm that
the proposed protocol offers all the identified security
features and securely generates the secret parameters.

4) The empirical performance analysis and comparison
demonstrate that the proposed protocol outperforms its
counterparts in terms of computational, communication,
storage costs, and energy consumption. Furthermore, we
compute the overhead under unknown attacks and do
simulations using the NS3 tool, which shows that the
proposed protocol performs better in all parameters.

5) A prototype implementation of the proposed protocol is
done to show its feasibility in real time application.

In Section II, we summarise the existing literature on authen-
tication in WLAN, including the research gaps. Section III
discusses the preliminaries and backgrounds used in the paper.
Section IV presents the proposed protocol for mutual authen-
tication. Furthermore, informal and formal security analysis
of the proposed protocol is discussed in Section V and Sec-
tion VI. The performance of the proposed protocol is shown in
Section VII. Section VIII shows the prototype implementation
followed by the conclusion in Section IX.

II. RELATED WORKS

The EAP framework has been used to create a variety of
authentication methods. These protocols can be divided into
two groups: a) EAP protocols based on certificates; b) EAP
protocols based on strong passwords.

A. EAP protocols based on certificates

D and AS both utilise certificates to confirm their le-
gitimacy in certificate-based EAP techniques. To establish a
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reliable authentication approach, EAP- TLS [16] method was
presented. For authentication, this protocol uses certificates.
However, it is computationally costly and necessitates a large
number of message exchanges. As a result, resource con-
strained IoT devices cannot use this authentication approach.
EAP-TTLS [17] was developed in response to the constraints
of EAP-TLS. Though it also uses certificates but unlike EAP-
TLS, EAP-TTLS, only requires a server-side certificate rather
than a client-side certificate. It, however, falls short of the cost-
cutting goal. As an alternative N Cam-Winget [18] provided an
authentication mechanism. When automatic PAC provisioning
is enabled, it provides strong protection but fails to save cost
and is unable to hide the credentials from the attacker. Shajoi
et al. [19] proposed an authentication approach that improves
the security of EAP-TLS while incurring a higher cost than
EAP TLS. Pawan et al. [14] presented an authentication paper
that establishes a connection using a combination of certifi-
cates and pre-assigned replies. Moriarty et al. [15] proposed
an extended version of EAP-TLS to facilitates the identity
protection.

B. EAP protocols based on strong passwords

In the strong password-based EAP approaches, D and AS
convince each other that they know a secret without really
disclosing it. Omar et al. [20] provided a user authentication
strategy that also includes a mechanism for key creation,
however their scheme lacks the ability to quickly reconnect.
An authentication solution for IEEE 802.11 wireless LANs
was presented by Younes et al. [21]. Their approach employs
asymmetric public-key encryption and complies with all of the
RFC-4017 specifications. Additional security needs, such as
DoS attacks, perfect forward secrecy, and lightweight process-
ing, are not met. In the WLAN context, Chan et al. [9] created
a user authentication system. Though, it is lightweight but
prone to replay attack. Amit et al. [11] proposed a technique
that claims to relieve server’s burden while also meeting all se-
curity requirements. An authentication protocol was proposed
by Pandey et al. [10]. The fast reconnect mechanism and key
generation aren’t specified in their protocol. Biswanath et al.
[12] presented an EAP authentication system for WLANSs that
uses dynamic keys. Awaneesh et al [13] proposed an authen-
tication mechanism that ensures perfect forward secrecy and
identity protection. To address these challenges, the elliptic
curve cryptography (ECC) [3], [22], [23] based authentication
are proposed in the literature. However, the scheme provides
the protection from several type of attack excepts ephemeral
secret leakage and is computationally high.

C. Research gaps in the existing authentication schemes

We observed the following flaws in the existing protocols.

e Secure channel assumption: None of the existing sym-
metric encryption based techniques [9]-[13], [15], [20],
[21] assume insecure channel between D and AS during
the registration phase.

o Protection from Traceable attack : All existing scheme
[9]-[14], [16]-[21] fail to provide the protection from
traceable attack.
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o Identity protection: The majority of authentication
schemes [9]-[13], [16], [20], [21] do not protect identity
of D and AS.

o Prefect forward secrecy: The majority of symmetric au-
thentication protocols [9]-[12], [20], [21] fall short of
providing perfect forward secrecy.

o Privileged insider attack protection: Privileged Insider
attack prevention is not included in any of the existing
symmetric encryption based authentication protocols [9]-
[13], [15], [20]-[22].

o Ephemeral secret leakage: The authentication protocols
[3], [10], [11], [13] do not provide protection from
ephemeral secret leakage.

o Fast-reconnect: Majority of the authentication protocol do
not support [9], [10], [12]-[14], [19], [22] fast reconnect
for quick re-authentication.

III. PRELIMINARIES AND BACKGROUND

The background used in the paper is discussed in this
section.

A. Network model

WLAN is a wireless communication network that allows
devices to access the network services in a specific range. It
is commonly utilized because of its ease of installation. The
user can wander throughout the region while staying connected
to the WLAN [6]. Fig 1 represents the network model for IoT-
WLAN that involves three entities:

£
~

Transport & Logistics
7~

Registration phase(Insecure channel)

Lo@9g
%0:a

% Vi - . B .
9 =
Ty
Industry
Business p
<3

Fast reconnect (Insecure channel)
Personal use = ﬁ J|

A phase
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o IoT devices (D): that require network access, such as a
smartphone, smartwatch, or tablet.

o Access Point (AP): serves as a connection point between
the device and the authentication server.

o Authentication Server (AS): operates as a backend server
in charge of authenticating the device.

When any user or client wants to access the network using
the IoT devices then first it need to establish a secure con-
nection. To establish a secure connection, authentication is
required between the device and authentication server. During
authentication, the device and the authentication server verify
their authenticity; if they are confirmed to be genuine, the
authentication server permits the device to connect to the
network via a certain access point within a certain range.
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B. Threat model

We use the widely established “Delev-Yao (DY) [24] and
CK-adversary [25] threat model” to test the resilience of the
developed protocol. In our threat model, the adversary has the
following capabilities.

1) The adversary has complete control over the communi-
cation sent over the open wireless channels and can read,
delete, or change the messages sent over the wireless
channels. Adversary can also insert valid communica-
tions.

2) As it is a “computationally infeasible task” to guess
multiple values at once, such as identity and password
at the same time, the adversary can only guess one value
in polynomial time.

3) Adversary has the ability to intercept messages from
many sessions and launch a traceability attack.

4) Adversary has the ability to act as a middleman and
launch a man-in-the-middle attack.

C. Design goals

The following are the security goals that the designed
authentication technique must meet.

e Mutual authentication: It specifies that communicating
parties (D and AS) must verify each other’s validity be-
fore transferring any confidential or personal information.

o Identity protection: To support identity protection, com-
municating parties’ identities should not be sent in plain
text via an insecure public channel.

o Perfect forward secrecy: It assures that even if the attacker
has the long-term credentials, he or she will not be able
to retrieve the earlier session keys.

o Replay attack protection: The usage of nonce or times-
tamp in the protocol is highly suggested to enable replay
attack prevention.

o Protection from Ephemeral secret leakage attack: The
session key cannot be obtained even if the attacker has the
short-term credentials used in the authentication session.

o Protection from Privileged insider attack: If an insider or
an attacker gains access to sensitive data of the device, it
is hard to get the secret credentials.

o Protection from Traceable attack: It is impossible for an
attacker to determine that two different authentication
requests are sent by the same device.

IV. PROPOSED PROTOCOL

This section presents an effective and robust authentication
protocol for WLAN communication that overcomes the ex-
isting authentication protocols’ limitations and security flaws.
There are the following three phases in the proposed protocol

1) Registration phase: During the registration phase, D and
AS exchange their secrets using insecure channel.

2) Mutual authentication phase: With the help of AP, D
and AS confirm their legitimacy and securely procure
the session key for data confidentiality and integrity.

3) Fast reconnect phase: When D is detached from an
access point due to a network fault and wishes to
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reconnect with a frequently visited AP, it can quickly
reconnect utilizing fast reconnect credentials without
having to go through the entire authentication process.
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Fig. 2: Flowchart for proposed protocol

A. Registration phase

To utilise AS’s services, D must first register by entering
its identifier and password. This phase is carried out using an
insecure public channel, and the steps are outlined below.

e D chooses identity UID, password PW and random
number R;. Afterwords it compute D1 = E, (UID ||
PW || Ry) using public key K/, of AS and forwards
< Dy > to AS.

» Upon receiving < Dy >, AS decrypts Dk, (D7) using
private key K,,, and checks the database that UID exists.
If it exits then AS notify to D to send another request
with a different identifier otherwise AS selects key k,p
random number Ry and compute Zyp = Ex(UID |
Ry) , Dy = Egp, (k|| p || SID || Zyrp). It then sends
< Dy > and store the < PW,UID,SID,k,p > into
his database.

e When D receives < Dy > then it decrypt message
Dp,(D2) and save credentials into his database in en-
crypted form J = Epw(k,p,SID,Zy;p) using the
PW.

B. Authentication phase

The mutual authentication procedure between D and AS
is carried out during this phase which allows both parties to
share a session key that will be used to encrypt future data sent
across the network. We assume that the connection between
D and AP is unsafe, whereas the connection between AP
and AS is secure in our work. We assume that the clocks of
D, AP and AS are synchronized as assumed by many other
researchers [3] [4].

Table I summarises the symbols and abbreviations used in
the paper, Fig.2 describes the flowchart of the proposed proto-
col, Algorithm-1 and Algorithm-2 describes the pseudo-code
of the proposed authentication protocol and Fig.3 provides a
detailed description of the authentication process.

TABLE I: Notations and Meanings

Notations Meanings

D.,UID ToT device and identity of device

AP, Ks Access-Point and Secret common key used by AS
AS, SID authentication-server and identity of AS

k., p, L, pn& SK short-term keys& session key

Ko, Kl private key of AS and public key of AS

Zyip. PW masked identity of device and Password

H,TK hash function and temporary key for fast reconnect
T1,To, T35, Ty & r1,r2, R3, Ra | time stamps& random numbers

e D — AP: When D wants to access network services
then it decrypts the Dpyy (J) to extract the stored cre-
dentials (k,p,SID, Zyp). Afterword, it select time-
stamp 77, random number r; and computes the CH =
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Ekep(UID || Ty || 71) and forwards < CH, Ty, Zyip >
to AP.

AP — AS: AP forwards this message
<CH, T\, Zyip > to AS.

AS — AP: Upon receiving the message <
CH, T\, Zyip >, AS gets time-stamp 75 to verify the
freshness of received message by checking the fresh-
ness condition (7o — Ty < T). Afterwords AS de-
crypts Dg.(Zyrp) using secret key Kg to get iden-
tifier UID and based on that it extract store creden-
tials (k,p, PW,SID) into his database. It then de-
crypts Dyg,(CH) to obtain (UID,T1,r1) and com-
pare (UID == UIDx,T; == T)), if matches then
choose new key p,,, random number 75, R3 and compute
Zpet = B (UID || Ry), RCH = Eyay(SID || T |
pn |l 72 || 1 || Z55D). After computing RC H, it updates
p by p, and forwards < RCH,T; > to AP.

AP — D: AP forwards this message < RCH,T> > to
D.

D — AP: When D receives < RCH,T» >, get
time-stamp 735 and verify the freshness of the received
message by checking (I3 — T < T). If it matches
then it decrypts Dyg,(RCH) to obtain credentials
(SID,T5,py, 72,71, Z355) and compare (SID ==
SIDx,r; == rix), if matches then D believes that AS
is authentic and select new key L, updates p by p, to
compute RES, = Er,(PW || T3 || 72), RESe = E,(L ||
T3 || m2). After computing RES;, RES,, D updated k
by L and forwards < RES1, RESy, T3 > to AP.

AP — AS: AP forwards this message
< RESi,RES5,T3 > to AS.

AS — AP: After receiving the messages <
RES,, RESy,T5 > from the AP, AS gets time-stamp
T4 and verify the freshness of the received message by
checking (Ty — T5 < T). If it matches then decrypts
(i.e., D,(RES;)) to obtain the L. After getting L,
it decrypts D (RES,) = (PW,T3,72) and compare
(PW == PWs=x,r9 == ra%), if it matches then it
believe that D is authentic and selects a temporary new
identity I D¢, for D (i.e., D will use this identity during
the fast reconnect authentication process), and lease time
(LT) for the session key. (i.e., defines the temporary key
expiry time and also ensures that this is unique for every
D) and compute SK = H(ry & ro & PW & SID),
CHp = Erep(SK || LT || Ty || IDnew || TK). After
computing C Hp, AS updates k by L, store < L,p > and
forwards < CHp, TK,LT,1D, ¢, Ty > to the AP.
AP — D: When AP receives the message <
CHp,TK,LT Ty, ID,e, >, itsaves (T'K, LT, ID,ey)
into its database and passes the < CHp,Ty > to D.
After receiving the message < CHp,T, > from AP, D
selects the timestamp 75 to verify the freshness condition
(T5 — T4 < T), if matches then decrypts the message
D1g,(CHp) to obtain the credentials (LT, I Dy.,,) and
saves the credentials (SK, LT, IDpey, TK,p, L, Z359)
for further communication.
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ToT Device (D) Access Point (AP) Authentication Server (AS)

CH=Ekgp(UID||Ty||ry)

<CH, Zyip, T1> <CH Zum, T1>
g Selects tim;-stamp Ty, checks T-T1<T,
Dks(Zyip)={UID, Ry}
Dy @p(CH)={UID, Ty, rq}
Checks (UID *==UID, T{==T1*),
Choose py, random number rp, R3
Compute Z"*Wy1p=EK(UID||R3)
RCH=Eg gp(SID||T2|[pnliralIr 112"V y1p)
P<--Pn

<RCH, Ty>
—

<RCH, Tp>

Select time-stamp T3, T3-T<T

D@ p(RCH)={SID, T, py, r2, r1, Z"Vyp}

If (SID*==SID, r{ “==r1)

P<-pp, Select L,

Compute RES1=E; (PW||T3||r3), RES»=Ep(L||T3|[r2)
Updates k<-- L,

<RES1, RESy, T3> <RESjy, RESj, T3>

_ > —
Selects time-stamp T4, T4-T3<T
Dp(RES2)={L, T3, r2}
Dy (RES1*)={PW||T3|Irp}
Compare (PW*==PW, r,==r,%)
Compute SK=H(r; ®r, GPW@DSID)
CHy = EL@p(SKI|LT|[T4]| IDpey || TK)
updates k<-- L

<CHF, Tg> <CHF, TK, T4, LT, IDpew>
<

<

<

 Select time-stamp‘Ts, T5-T4<T

* DL@p(CHR)={SK, LT, T4, IDpeyy , TK}
« updates Zyip<-Z"Vyip

* Store <SK, TK, LT, IDpeyw, p, L, Z"Vyp>

Fig. 3: Proposed Protocol

C. Proposed protocol for fast reconnect

When D is disconnected from AP due to some network
issue and wants to rejoin again with frequently visited AP,
it can easily connect with the network using fast reconnect
credentials without requiring the full authentication process
(i.e., Mutual authentication protocol between D and AS will
not be invoked again).

e D — AP: D selects time stamp 7T; and random
number r; to compute the Ryuin = Erx(Ty || 1 ||
IDyew || LT),. After computing the Reyp, it forwards
< Rawin, T1, LT > to AP.

e AP — D: Upon receiving message < Rgqytn, 11, LT >
from D, AP gets timestamp 75 and a random number
ro. It then verifies the freshness condition (7' >= T, —
Ty), if the freshness condition holds then it searches
the pair (I Dyew,TK) into its database based on the
received LT. After that it decrypts the Drx(Rauth)
to obtain the credentials (74,71, LT, 1D;eqy). These
credentials are compared with the stored credentials

(Th =1,IDyew = ID},,,, LT = LT*), if they match

then AP believes that D is authentic and computes the

R'guth = Erg(Ts || 2 || TSK), and Temporary session

key TSK = H(IDpew || 71),

After computing the R'qp,AP

(R‘auth,Tg) to D.

forwards the
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e D — AP: After receiving message < Ry, 12 > from
the access point, D selects the timestamp 735 to verify
the freshness of the message by checking the freshness
condition T' >= T3 — T5, if it holds then it decrypts the
D7 (R quin) to obtain the credentials (75,72, TSK).
It then computes the temporary session key TSK =
H(IDjey || 71), and compares the obtained credentials
with its own credentials (T = T, TSK = TSK*). If
they match then it believes that AP is authentic and
forwards the successful message to AP.

Algorithm 1 Executed by IoT device D

Input: Value stored at D
Output: SK =r1 ®rod PW S SID

: Stpe-1. Select random number 7, get the timestamp 77;

compute CH = Eygp,(UID || Ty || 71);

send (CH, Zyrp,T1) to AP;

. Stpe-2. /*Wait for the message from AP */

receive (RC'H,Ty) from AP;

/* message received, go ahead*/

get current timestamp 73;

Sif (T — Ty < T)&&(SID == SID*)&&(r1 == 7))
then

9: P < DPns

10: Select L;

11: RES, = EL(PW || T3 H 7’2);

12: RES, = Ep(L || T; || 7’2);

13: send (RESy, RES2,T;) to AP;

A o e

14: else

15: ABORT;

16: Stpe-3. /* Wait for the message from AP*/.
17: receive (CHp,Ty) from AP;

18: /* message received, go ahead*/

19: get current timestamp 715

20: if (75 — T4 < T) then

21: SK =H(ri ®ro@®PW @ SID);
22: Zuyip = Z{}?ﬁ,

23: return SK;

V. INFORMAL ANALYSIS

In this part, we examine the security of proposed Mutual
authentication protocol informally, demonstrating that it has
additional security characteristics.

Proposition 1. The proposed protocol facilitates the mutual
authentication.

Proof. When D receives message < RCH,T5 > from the
AS, D decrypts message (RC H) and verifies the credentials
(SID*== SID & ri==ry). If credentials are matched, D
believes that AS is authentic. Otherwise, it terminates the
authentication process. On the other hand, when AS receives
message < RES1, RES;, T3 >, it decrypts message and
compares the credentials (r5 == ro, PW* == PW);, if they
match, AS believes that D is authentic. Thus, our proposed
protocol facilitates mutual authentication.

Proposition 2. The proposed protocol for mutual
authentication is resilient against Identity protection and
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Algorithm 2 Executed by Authentication Server AS
Input: Value stored at AS
Output: SK =r1 &ro ® PW & SID
Stpe-1. /*Wait for the message from D*/
receive (CH, ZUID7 Tl);
/* message received, proceed */;
get current timestamp T5;
if (Tx —Th < T&&UID == UID"&&(Ty ==
T5)) = True then
6: compute RCH = Exep(SID || To || pn || 72 || 71 ||

A

Zi7D);
P < Pn;
send (RCH,T») to AP;
9: else
10: ABORT;
11: Stpe-2. /* Wait for the message from D*/
12: receive (RES, RES,,T3);
13: /* message received, go ahead*/
14: get timestamp Ty;
15: if (Ty — T3 < AT)&&(PW == PW*)&&(ry ==
r3)) then
16: compute SK = H(ry ® ro ® PW @ SID);
17: compute CHp = Epg,(SK || LT || Ts |
IDnew H TK),
18: k <+ L;
19: sends (CHp,Ty);
20: else
21: ABORT and goto Step-1;

22: return SK;

Traceable attack.

Proof. The D and AS identities are always exchanged in
masked form in the proposed protocol. Identity of D is
exchanged in masked encrypted form as Zyrp. Server’s
identity is also exchanged in encrypted form in RCH. As
a result, collecting the exchanged messages will not provide
any information regarding the identity of the communicating
parties. Further D’s encrypted masked identity is changed
after each successful authentication session to Z737%. So, even
if attacker captures the messages from multiple sessions he
can not link the messages of one session to another session.
Proposition 3. The proposed protocol is resilient against
ephemeral secret leakage (ESL) attack.

Proof. If the attacker gets access to the ephemeral secrets
r1 and ro, he will be unable to compute the session key
SK = H(ry @1y ® PW @ SID) since the attacker can only
do so if he has access to long-term credentials (PW, SID).
The session key is calculated using both long and short
term credentials, and obtaining both is computationally
impossible. As a result, our proposed protocol is resilient
against ephemeral secret leakage (ESL) attack.

Proposition 4. The proposed protocol ensures Perfect
Forwards Secrecy.

Proof. If an attacker obtains long term credentials
(UID,PW,SID), he will be unable to obtain session
key SK = H(ry ®ry ® PW @ SID) because an attacker can
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only obtain 71 and r9 if he has (k, p), which have already been
replaced by new keys (L, p,,) after successful authentication.
As a result, even if an attacker has (UID, PW, L,p,,SID),
getting (SK) is difficult. As a result, our proposed protocol
ensures perfect forward secrecy.

Proposition 5. The proposed protocol is resilient against the
Replay attack.

Proof. The proposed protocol utilizes timestamps to
verify the freshness of the exchanged messages (i.e.,
(CHa T17 ZUID)7 (RCH; TZ)v (RESD RE527 T3)a (CHF7 T4))
by checking the freshness condition (7; — T;—1 < T). If it
matches then it believes that message is fresh otherwise abort
the process. Hence, this implies that our proposed protocol is
resilient against the Replay attack.

Proposition 6. The proposed protocol is resilient against
Privileged insider attack .

Proof. If an attacker gains access to D’s database or
eavesdrops stored credentials, he will be unable to retrieve
the secrets since they are encrypted with PW, which is kept
in a secure location. So, the proposed protocol is resilient
against privileged insider attack.

Proposition 7. The proposed protocol is resilient against
jamming / desynchronization attack.

Proof. D or AS may abort and re-initiate the authentication
process at any step either because the freshness condition is
not met or because credentials in the received message do not
match with stored credentials. This may lead to a situation
where after abort keys k£ and p with D and AS do not match.
To handle this scenario D and AS make a copy of k£ and p
before starting the authentication process. D and AS discard
these copies only when they are sure that the authentication
process has been successfully completed. As stated earlier,
the channel between D and AP is not secure but reliable. D,
after successfully receiving CHp, sends an ACK to AP. It
then waits for a time 7. If no re-transmission is received, it
discards the copies of k, and p. AP then informs AS, and
AS also discards copies of k and p. In all other cases, D and
AS revert back to copies of k£ and p saved before starting the
authentication process.

VI. FORMAL ANALYSIS

In this section, we use BAN logic [26] and Scyther tool
[27] to perform a formal analysis of the proposed protocol.

A. Security Verification using BAN logic
D and AS are the communicating agents, V' is the statement
and K is the key. The notations used to define the BAN logic
and assumptions for the proposed protocol are shown in Table
IL
« For the protocol’s initial state, the following assumptions
apply:
Ri:D|=D & AS, Ry: D|=D & AS
R3: D |=#(Ts), Ry : D |= #(Ty)
Rs:D|=D <& AS, Rg: D |= AS = p,
R;: AS|=D <& AS
Rs: AS |= D & AS, Ry : AS |= #(T})
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TABLE II: BAN notations and formulas

Symbol Description

D|=V,DaV D believes V', D receives V'
D|~V,D=V D once sent V, D has full control over V'
#V), (V) g» V is fresh, V' is combined with K

{V}g.D|=D &oas | vis encrypted with K, D believes that K is

shared between D and AS.

K,
D|=D$AS,DA{V} 7
\%

Meaning (MM) Rule

DI=AS[~V
DI=#(V),D|=AS[~V

DI=AS[=V Timestamp Verification (TV) Rule

PEASSTAEASIEY T The Jurisdiction Rule (JR)
R10 : AS |E #(Tg), Ry : AS |E D=L

Ris:D|=AS = (D &5 AS), Ry AS |= D &5 AS
Ry : AS |= D= (D &5 AS), Rys: AS |= D &5 AS
e The proposed protocol’s security goals are:

AS |= (D &5 AS), D |= (D &5 49)
e Idealized form of the proposed protocol:
M1: D — AS: (UID || Tl || rl)k‘@p’
My: AS — D :(SID | Ty || r1 || 72 || D &5 AS)rgps
Mg,ll D — AS: (PW || Ts || T'Q)L,
Mso: D — AS:(ry | Ts | D <5 AS),,.
My: AS — D : (LT || IDpew || TK || Ty ||
AS E5 DYy

1) Validation and derivation of security goals:
e Based on R; and Rg, we apply M M rule on M;

S1:AS |=D |~ M
o Based on Ry, and Sy, we apply TV rule on M,
Syt AS|=D |=(UID,r)
e Based on R; and Rj, we apply M M rule on My
S3: D |= AS |~ M,
e Based on R3 and S3, we apply T'V rule on My
Si: D= AS |= (SID, pp,72,7m1),
o Based on Rg, and Sy, we apply JR rule on M,
Ss:D|=D &% AS,
o Based on R;3, we apply M M rule on M3 o
Se: AS |=D |~ Ms9
o Based on R;g, and Sg, we apply TV rule on M3
Sy AS |= D |= (r2, D &5 AS),
o Based on Ry, and S7, we apply JR rule
Ss: AS|=D % AS
o Based on Sg, we apply M M rule on M3 4
Sg: AS |=D |~ Ms,
o Based on Ryg, and Sy, we apply TV rule on M3,
S10: AS |= D |= (PW,r3),
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e Based on Ry5, S2, S10 and SK = (1@ ro@PW®SID),
we can infer Sq1

Si1:AS|=D |=D &5 As,

o Based on Dy, , we apply JR rule on Sq;
Sia: AS |= D &5 AS — Goaly
o Based on R5 and S5, we apply M M rule on My
Si3: D |= AS |~ My
o Based on R4, we apply TV rule on My
Si4:D|= AS |= (D <5 AS), LT, ID,e0, TK)
o Based on Ri5 and Sy4, the JR rule
S5 : D |= (D &5 AS) Goal,

B. Security Verification using Scyther tool

Scyther is a formal verification tool used to prove or
disprove the security of protocols. The security protocols are
modelled with the Security Protocol Description Language
(.spdl). The proposed protocol’s security properties are verified

B Scyther results : verify X

Claim Status Comments

MA D MAD2 Ok No attacks within bounds.

Secretr 2

MAD3  Seaetpn 0Ok No attacks within bounds.

MADS  Aive Ok No attacks within bounds.

MADS  Weakagree 0Ok No attacks within bounds.

MADS  Nagree Ok No attacks within bounds.

MAD7  Nisynch 0Ok No attacks within bounds.

MADS  CommitAsr_Lr 2Pw,sD Ok No attacks within bounds.

MAAS?  Searetr_1 0Ok No attacks within bounds.

MAASS  Searetl No attacks within bounds.

0ok

MAASE  Aive

ok No attacks within bounds.

MAASS  Weakagree Ok No attacks within bounds.

MA,AS6 0Ok No attacks within bounds.

Niagree

MAAS7  Nsynch Ok No attacks within bounds.

MAASS  Commit D,r_1,r_2,PW,SID 0Ok No attacks within bounds.

Done.

Fig. 4: Scyther tool result for Mutual authentication

using the scyther tool. As shown in Fig.4, the validation result
clearly shows that our proposed protocol addresses all of
the security claims such as Alive (i.e., guarantees that the
communicating parties carry out all events), Weakagree (i.e.,
guarantees that the protocol is not vulnerable to impersonation
attacks), Nisynch (i.e., guarantees that the sender sends all
messages and that the recipient receives them), and Secret
specified by scyther tool. As a result, we may conclude that the
Scyther tool found no vulnerabilities in the proposed protocol.

VII. PERFORMANCE ANALYSIS

This section outlines the comparison of security features
and experimental analysis to compute the cost of proposed
protocol in terms of computational, communication, storage
costs and energy consumption to examine the efficacy of the
proposed protocol. In addition to this, we also demonstrate the
overhead under unknown attacks and simulate the proposed
protocol using the NS3 tool.
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A. Experimental analysis using the MIRACL

This subsection demonstrates the experimental analysis per-
formed using the MIRACL library [4] to compute the cost
of the cryptographic operations employed in the proposed
protocol. MIRACL is standard C\C++ based programming
library used by cryptography researchers to compute the cost
of cryptographic operations. The cryptographic symbols used
in proposed protocol Ty, Tags, Trsa, Tpp and Tpys
are defined as the time required for one way hash function
(256 bit), (AES-128 bit) encryption/ decryption, (RS A-2048
bits) encryption/decryption, Diffie-Helmen (DH) and ECC
multiplication (EC'C-256 bits) respectively.

We computed the cost of cryptographic operations on two
different platforms: (1) A desktop which is used as server and
(2) on Raspberry Pi used as an IoT device.

Platform-1: A desktop as the Authentication Server (AS):
A desktop was used as a server having the configuration:
Intel(R) Core(TM) i7-3770 with 3.40 GHz clock, 8 GB RAM
running Linux Ubuntu 18.04.6 LTS.

Platform-2: A Raspberry Pi as the IoT Device (D): A
Raspberry Pi was used as the IoT device (UFE) having the
configuration: Model: 4B, CPU: ARM Cortex-A7, Cores: 4,
and RAM: 8GB).

Each cryptographic primitive was run 100 times to see how
well it works. Based on the longest and shortest run times, we
estimated the average run-time in milliseconds (ms), which is
shown in Table III.

TABLE III: Results obtained through experimental analysis
using the MIRACL

[ Primitives [ Tu | Tpym | Trsa | Tags | Tpu |
[ Desktop (ms) [ 0.0032 T 0495 [ 469 | .0036 | 1.0041 ]
[ Raspberry PL4 (ms) | 00315 | 154 | 8.14 | 0041 | 3.042 |

B. Computational cost

In this section, we calculate and compare the cost of
cryptographic operations in the proposed protocol and its
counterparts. We use the computing time for cryptographic
operations given in Table III, to evaluate the proposed pro-
tocol’s performance. The computational cost required for
proposed protocol is (6Tags + 27y ) ~ 0.16 (ms). The pro-
posed protocol is least costly because it uses the combination
of symmetric encryption and hash function. However, the
combination of symmetric encryption and the hash function
is less costly as compared to the combination of asymmetric
encryption [4], [9]. Therefore, it is quite clear from the
output of Table IV that the proposed protocol not only takes
lesser cost compared to the protocols [3], [14], [15], [19],
[22], [23] that use the asymmetric encryptiion but also the
protocols [11], [13] that use the combination of symmetric and
hash. However, the proposed protocol has slightly higher cost
compared to symmetric encryption based protocols [10], [12]
but provides more security features such as perfect forward
secrecy, traceability, protection from ephemeral secret leakage,
protection from privileged insider attack and fast reconnect
which is lacking in [10], [12].
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TABLE IV: Comparison of computation cost for protocols

P Device side Server side Total cryptographic opera- | Total — time
tions (ms)
3] 5Ty +3Tpm 3Ty +3Tpm 8Ty +6Tpm 6.2
19] | Thoa + 2Taps + Ta | Trsa + Taps + T | 2T psa+3Taps + 200 | 129
14] | Trsa+Taes +Tpu | Trsa +Tpu 2Trsa+Tars+2Tpu | 169
15] | Tpu + Trsa Tpu + Trsa 2Tpy + 2TRsa 168
11 3Taps+3Tu+Tmic | Taps +4Tu + Tvic | 4Taps +7Tu +2Tyvic | 025
10 2TAEs 2TaEs 4TAEs 0.09
2] | 2Tags Tars Tars 0.09
3] | 2T + 3Tass Ty + 2Tans ATy + 5TaEs 02
22 Tpy +5TH 2Tpy + 6T 3Tpa + 11Ty 2.7
23] | 3Tpa + T 3TrA 6Tpn + Tr 6.10
urs | 3Tags +Tu 3Taps +Tu 6Taps +2Tn 0.16
4500
I
2 4000 2000
=3 .
2 o z
3
8 o Eisou
S 2500 8
L S 1000
3 S
£ 1500 2
£ 17
S 1000 500
o
500
T 0 1 12 13 1 15 19 2 23 ous T 0 1 12 13 w4 15 19 2 23 ous
Authentication Protocols Authentication Protocols
(2) (b)

Fig. 5: Comparison of (a) Communication and (b) Storage cost
of authentication protocols

C. Communication cost

This section calculates and compares the number of
bits sent in the channel for the proposed protocol and
its counterparts. Based on earlier research (see [4]), we
assess the cost of communication that is, identity, random
number, each requiring 160 bits. AES encryption/decryption,
hashed output, public-key encryption/decryption using
RSA, need 128 bits, 256 bits, 2048 bits, respectively.
The communication bits required for proposed protocol is
(CH,T1,Zyp),(RCH,T3),(RES, RESy,T5),(CHp,Ty)
~ 896 bits. The proposed protocol takes lesser communication
cost because the exchanged messages are encrypted with
AES. While AES with a 128-bit key has the same level
of security as RSA with a 2048-bit key [4]. Therefore, the
output of Fig.5a clearly indicates that proposed protocol
has lesser communication cost not only the protocols [3],
[14], [15], [19], [23] that use the RSA or ECC but also
the protocols [11], [22] that use the AES for exchanged
messages. However, the proposed protocol has slightly
higher cost compared to [10] and equivalent to [12], [13]
but provides more security features such as perfect forward
secrecy, traceability, protection from ephemeral secret leakage,
protection from privileged insider attack, and fast reconnect
not provided by [10], [12], [13].

D. Storage cost

This section calculates the amount of memory required
on the mobile device to hold the permanent protocol data.
For the storage cost evaluation, we consider the cost of the
cryptographic operations as indicated in [4]. In the proposed
protocol, J is stored, which requires 128 bits. The storage
cost evaluation shows that our proposed protocol require less
storage cost compared to [3], [10]-[15], [19], [22], [23] as
shown in Fig 5b.
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E. Energy consumption

In this section, we compute the energy required for the pro-
posed protocol and compare it with other related protocols. We
compute the energy consumption as in [28]. The energy usage
of a “StrongARM” CPU running at 133 MHz doing various
tasks is summarised as the energy required for transmitting a
bit is 0.00066 mj, energy required for AES symmetric enc/dec
is 0.00217 mj, energy required for Hashed output is 0.000108
mj, energy required for public key enc/dec RSA is 15.3 mj.
The energy consumption needed for the proposed protocol is
(896*.00066+6*.000217+2*.000108=0.59 mj). The proposed
protocol uses the AES and hash function which requires
lesser energy consumption as compared to RS A or ECC [28].
Therefore, we can infer from the output of energy consumption
shown in Table V that proposed protocol consumes lesser
energy not only the protocols [3], [14], [15], [19], [22], [23]
that use the RSA and FCC but also the protocols [11]-[13]
that use the AES and hash function. However, the proposed
protocol has slightly higher energy consumption as compared
to [10] but provides more security features than [10].

TABLE V: Comparison of energy consumption for protocols

P Exchanged message Energy consump-
‘ ‘ ‘ tion (mj) ‘
3] (1216 x 0.00066 + 6 x 9.1 + 8 x 0.000108) 55.4
19] | (4672 x0.00066+2 X 15.1+3 % 0.00207+2 x 0.000108) | 33.28
14] | (3552 x 0.00066 + 2 x 15.1 + 1 x 0.00207 + 2 x 5.3) 43.1
[15] | (4256 x 0.00066 + 2 x 15.1 + 2 x 5.3) 43.60

[11] | (928x0.00066+4 % 0.00207+7 % 0.000108+2x0.00708) | 0.7

[10] | (640 x 0.00066 + 4 x 0.00207) 0.5
12 (896 x 0.00066 + 4 x 0.00207) 0.6
13 (768 x 0.00066 + 5 x 0.00207 + 4 x 0.000108) 0.55
22 (1568 x 0.00066 + 3 x 9.1 + 11 x 0.000108) 28.33

[23] | (2624 x 0.00066 + 6 x 9.1 + 1 x 0.000108) 56.33

Ours | (896 x 0.00066 + 6 x 0.000207 + 2 x 0.000108) 0.59

FE. Security analysis

This subsection compares the proposed protocol and its
counterparts in terms of security features and functional-
ity (mutual authentication, perfect forward secrecy, identity
protection, traceability, ephemeral secret leakage, privileged
insider attack, de-synchronization attack, replay attack, etc.).
Table VI summarizes the findings. For the symmetric key-
based authentication protocols [10]-[12], the security analysis
in the [13] shows that [10]-[12] are prone to various attacks
shown in Table VI. Apart from that, the findings of [14] reveal
that existing symmetric key-based authentication protocols
[10]-[13] do not offer the robust security that makes them
inappropriate for practical implementation over WLAN. On
the other hand, asymmetric key-based authentication protocols
[31, [14], [15], [19], [22], [23] offer better security as com-
pared to symmetric key-based authentication protocols but are
expensive in terms of computational, communication cost, and
energy consumption. Table IV, Fig. 5a, Fig 5b and Table V
show this. Therefore, asymmetric key-based authentication
protocols are unsuitable for ultra-low cost IoT devices. The
outcome of Table VI indicates that as compared to [3],
[10]-[15], [19], [22], [23], the proposed protocol provides
robust security not only against identified attacks but also
offers additional security features such as protection from
the privileged insider attack, ephemeral secret leakage, and
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traceability attack. Reason for this is that, after each successful
authentication, the secrets such as identity of the device,
keys, and random numbers used in the message exchange are
updated. Therefore, accessing long-term secrets or the device
where all the secrets are stored will not provide the attacker
any insight into the session key or earlier secret information
transmitted between the communicating entities. It is worth
noting that not only symmetric encryption protocols [10]-
[13] are vulnerable to various attacks, but the asymmetric
encryption protocols also [3], [14], [15], [19], [22], [23] fail
to offer some security features as illustrated in Table VI.
Therefore, we can infer that the proposed protocol has a clear
edge over its counterparts in terms of security.

TABLE VI: Comparison of security feature and function-
ality analysis for authentication protocols/NOTE: G1: mu-
tual authentication; G2: perfect forward secrecy; G3: Identity
protection; G4: tractability; G5: ephemeral secret leakage;
G6: privileged insider attack; G7: de-synchronization attack;
G8: replay attack; G9: fast reconnect; G10: illuminate secure
channel requirements; G11: Prototype implementation; /-
secure against attack , x-insecure against attacks

Protocol | Gl G2 G3 G4 G5 G6 G7 G8 G9 G10| GI11
Bl |V [V [V [V | x [V [V |V ]|x [V [x
[19] 4 va Vv X X Vv a va X X X
[14] V4 Vv Vv X Vv X V4 Vv X X X
[15] VI VIV VIV x| x|V |V |V X
[11] Vv X Vv X X X Vv vV Vv X X
[10] A X X X X X A vV X X X
[12] V4 X Vv X X X VA Vv X X X
[13] V4 Vv Vv X X X A Vv X X X
(22 VIV [V VIV X V|V x| x |x
231 | v | v |V |V v I v v |v]|v]|v]|x

ows | v |v I v ivivivivivIivIiv iy

G. Performance under unknown attack

This section looks into how well the proposed protocol and
its competitors function in the face of unforeseen attacks. In
the preceding subsections, we demonstrate that the proposed
protocol is resilient against all identified known attacks. We
anticipate there will be certain unidentified attacks that are
difficult to predict when they occur. Therefore, we assessed the
performance of the proposed protocol in the face of unknown
attack by calculating the likelihood impact of an unknown
attack, similar to [29], [30]. The performance under the
unknown attack of the proposed protocol and its counterparts
is computed using the Equation (1).

_ Cs x (1—P)—|—Of><P
- (1-P)

The terms C4, Cs, Cy and P used in Equation (1) represents
average cost, total cost of the successful authentication, cost
when protocol halts (i.e., Equation (2)) in the step k& and
probability of attack in step k£ (i.e., independent of steps in
which attack happens). The chance of an unknown attack
occurring in step k is 1/L, where L is the total number
of signaling messages in a single protocol execution. The
outcome of Fig 6a, Fig. 6b, and Fig. 6¢c demonstrate that the
proposed protocol outperforms its counterparts when unknown
attack happens. This is due to the fact that the proposed
protocol has less computational, communication and energy

Ca
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consumption. However, the proposed protocol has slightly
greater overhead than [10], [12] since they require less com-
munication, computational, and energy. While the security
study of [13] reveals that [10], [12] lack the prominent security
characteristics, making them inappropriate for use in real-time
applications. As a result of the findings, we may conclude
that the proposed protocol performs better not in presence of
known attacks, but also when unknown attack occurs.

L
1
Cr=) Ckx 7 )
k=1

H. Practical simulation using NS3

This section demonstrates the results of the experimental
analysis carried out using the Network simulator tool NS3
[4]. We measure two network performance parameters (i.e.,
throughput and packet delivery ratio), to demonstrate the
applicability of the authentication phase. Table VII depicts the
parameters used in the simulation of authentication protocols.

TABLE VII: Parameters used in network simulation

Value |
Operating System Ubuntu 18.04.6 LTS
Simulation Time 1800s

Network coverage area 100 m x 100 m
Number of Access point & Authentication server 1& 1

10, 20, and 30
OLSR

IEEE 802.11

20 m to 50 m

Parameter

Number of devices in scenario 1, 2, and 3
Routing protocol

MAC protocol

Distance between the devices and Access point

The authentication phase takes place between the D, AP
and AS which contains four messages: (CH, Zyrp,Th),
(RCH,T), (RES1, RES5,T3), and (CHp,Ty), of size 288,
160, 288, and 160 bits long. In order to show the efficiency,
we also simulate the existing authentication protocols [11] [13]
[14].

1) Impact on Throughput : The throughput is computed
based on the number of bits transmitted per unit using the
Equation (3).

Py x Z\/Vz
Throughput = Z MlT,

Whereas P, denotes the number of received packet of ¢
type, N; denotes the length of the packet of type ¢ and ¢
denotes the total time. The outcome of the throughput for
scenarios 1, 2, and 3 are 915, 956, and 986 Kbps, respectively.
The comparison result shown in Fig. 7a indicates that the
proposed protocol has the highest throughput compared to
[11], [13], [14]. This is due to the fact that the message size
and cryptographic operations of the proposed protocol are less
than the [11], [13], [14]. Apart from that, it can be observed
from the throughput results that when the number of nodes
exceeds, throughput exceeds as well. The main reason behind
this is that the number of authentications between the server
and the devices has increased.

2) Packet delivery ratio (PDR) : The Packet delivery ratio
is the parameter used to track network congestion using the
Equation (4).

3)

R
PDR= -2 4
S, “
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Where R, represents the number of the received packet, and
Sp represents the number of sent packets by the sender. The
Packet delivery ratios for scenarios 1, 2, and 3 are 98.3%,
97%, and 95%, respectively. The comparison result shown in
Fig. 7b shows that the proposed protocol has the highest packet
delivery ratio as compared to [11], [13], [14]. The outcome of
the packet delivery ratio shows that as the number of nodes
increases, the PD R decreases due to congestion.

VIII. PROTOTYPE IMPLEMENTATION

To determine the feasibility of the proposed protocol, a
prototype test-bed was created for real time implementation.
We set up a TCP-based communication channel between the
communicating entities, as shown in Fig. 8. A Wireless Access
Point (AP) was used to route the connection. The channel was
built on a Java platform and used a socket-based inter-process
communication (IPC) method. To complete the message flow,
two primary classes were formalized, and the IPC scenario
was established using the sequence shown in Fig. 1. It was
assumed that pre-shared symmetric key would be distributed
to all parties involved in communication. In Fig. 8, the derived
parameters and procedures are listed. We tested our protocol
for two different setup as explained below. The goal was to
compare and contrast the performance of a resource-limited
IoT device with those of a resource-rich device.

Setup-1: A laptop as IoT device and a desktop as the
server: We use a laptop as the IoT device baring the con-
figurations: Intel(R) Core(TM) i7-3770 with 3.40 GHz clock,
8 GB RAM running on Windows 10 and the desktop as the
server which specifications are indicated in Fig. 8.

Setup-2: A Raspberry Pi as the IoT Device and desktop
as the server: A Raspberry Pi (Model : 4B, CPU: ARM®
Cortex®-A7, Cores : 4, and RAM : 8GB) was deployed as the
IoT device (D). The same Wireless AP was deployed for both
scenarios. This scenario reflects a real resource-constrained
IoT environment.

To demonstrate the efficacy in terms of average com-
pletion time, we implement the proposed protocol and the
more contemporary protocols [11], [13], [14] in a test-bed
environment. These protocols are implemented for different
key sizes (i.e.(Size combination (SC1)=(AES-128, Hash-160)),
(SC2=(AES-128, Hash-256)), (SC3=(AES-256, Hash-160)),
(SC4=(AES-256, Hash-256))). While, we used RSA encryp-
tion with a 2048-bit key size for the [14]. The comparison out-
come of Fig. 9a and Fig. 9b shows that proposed protocol has
the less average completion time compared to [11], [13], [14].
The rationale behind this is that proposed protocol takes less
communication and computational cost compared to [11], [13],
[14]. Apart from that, [14] is based on asymmetric encryption
that is why it requires very high completion time while [11],
[13] are based on symmetric that requires the high completion
time compared to proposed protocol and are vulnerable to
several types of attacks shown in Table VI. Therefore, we
can conclude from the implementation results that proposed
protocol performs better compared to asymmetric encryption
based protocol [14] as well as symmetric encryption based
protocols [11], [13].

ore. Restrictions apply.
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IX. CONCLUSION

3

: Prototype Test-bed Implementation of the Protocol

In this paper, we present a mutual authentication protocol
for the WLAN communication. To achieve a balance between

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission. See https://www.ieee.org/publications/rights/index.html for more information.

security criteria and at the same time being lightweight,
the proposed protocol employs a combination of symmetric
encryption and hash functions. We provide an informal and
formal (using BAN logic and Scyther tool) analysis of the
proposed protocol, which demonstrates that it is secure against
the attacks. Moreover, we evaluate the proposed protocol’s
performance in terms of computational, communication, stor-
age, and energy consumption, demonstrating that the proposed
protocol is lesser expensive than the existing protocols. In
addition to this, we compute the overhead under unknown
attacks indicating that proposed protocol takes less overhead
compared to its counterparts. Furthermore, we show the prac-
tical simulation of the proposed protocol using the NS3 tool
to confirm it applicability in practical scenarios. A prototype
implementation has been done to show that it can be easily
implemented in real time applications. As a result, we may
conclude that the proposed protocol is safe, efficient, suitable
for IoT applications and provide the balance between the
security and cost.
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