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ABSTRACT

This dissertation offers a unique federated continual learning setup for anomaly detection
in the fast growing SG Open Radio Access Network (O-RAN) environment. Conventional
Al techniques frequently fall short of meeting the security automation needs of 5G net-
works, owing to their outstanding latency, dependability, and bandwidth demands. As a
result, the thesis provides an anomaly detection system that does not only use federated
learning (FL) to solve inherent privacy problems and resource constraints but also incor-
porates replay buffer concept in the training phase of the model to eradicate catastrophic
forgetting. To allow the intended federated learning architecture, anomaly detectors are
incorporated into the Near-real time RIC, while aggregation servers are installed within
the Non-real time RIC. The configuration was carefully tested using the SG NIDD Dataset,
revealing a considerable boost in detection accuracy by reaching close to 99% for almost
all datasets after including the continual learning process. The thesis also investigates
the notion of transfer learning, in which pre-trained local models are evaluated against
a hybrid Application layer DDoS dataset that includes benign samples from the CICIDS
2017 dataset and attack flows generated in proprietary SDN environment. The captured
results show almost over 99% of accuracy, confirming the suggested system’s efficacy and
flexibility. The study represents a significant step forward in the development of a more
secure, efficient, and privacy-protecting SG network architecture.

Keywords: 5G, Network automation, Security, Federated learning, Continual learning,
Catastrophic forgetting, and DDoS
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1 INTRODUCTION

The most recent development in wireless communication technology is the fifth-generation
(5G) network, which promises revolutionary reductions in latency, connection density, and data
speeds. These developments will spur innovation in many other fields, including autonomous
driving, smart cities, and the Internet of Things (IoT). The advantages of 5G are, however, offset
by an increased attack surface and vulnerability to cyber-threats, mostly because of the network’s
dispersed architecture. To protect these next-generation networks, it is necessary to have strong
and effective security procedures.

System for detecting network anomalies is crucial to protecting emerging 5G networks. These
systems work by encountering variations from conventional network traffic patterns, which gives
them a reliable method for spotting cutting-edge cyber attacks that are both innovative and
complex. The capacity to identify Distributed Denial of Service (DDoS) assaults, one of the
most pervasive and crippling dangers to network security in the connected world of today, is
especially crucial [1]. DDoS attacks have the capacity to quickly overload a network, leading
to substantial service disruptions and possible data loss. The rapid innovation and increasing
complexity of DDoS attack techniques, however, make it difficult to sustain the effectiveness of
traditional attack detection systems. In fact, traditional rule-based detection systems struggle
to keep up with the complexity of such threats as attack vectors become more varied. This has
led to the use of machine learning (ML) and deep learning (DL) approaches to improve the
generalization and prediction accuracy of these systems. They help in spotting tiny changes or
trends in network traffic that might point to a DDoS assault, even in its early stages.

ML and DL-based anomaly detection systems nevertheless face a number of difficulties in
spite of the aforementioned advantages. Catastrophic forgetting (CF) [2], a situation where the
learning model tends to forget or ignore previously acquired patterns when exposed to fresh data
or attack patterns, is an important problem. Given that attackers constantly innovate and new
attack variations routinely appear, this problem is especially harmful in the context of DDoS
detection. Therefore, a CF issue solution is essential to maintaining resilience in identifying
different forms of DDoS attacks.

A viable remedy to lessen the CF issue has been found as continual learning (CL) [3]. Models
can adapt to new tasks while preserving information from earlier ones because to CL, which
enables continuous learning from a stream of data. Although CL has demonstrated success in a
number of fields, including computer vision, its use in network security, especially in the creation
of cyber attack detector, is still unexplored. A number of approaches have been developed in
CL to combat CF, with the usage of replay buffers being one of the most promising [4]. Replay
buffers preserve a balance between old and new information by storing a portion of the historical
data that the model may “replay” during training. In numerous contexts, this method has proven
very effective in preventing catastrophic forgetfulness.

However to provide effective, immediate reactions to any incursions, decentralized learning
mechanisms must be used due to the distributed design of 5G networks. Federated Learning
(FL) stands out as a possible approach in this regard. Distributed devices, as those in a 5G
network, can develop a shared prediction model cooperatively using FL. while keeping all of the
training data on their original devices. This decentralized strategy greatly improves data privacy,
a crucial issue in modern cybersecurity measures, while also optimizing learning processes. For
network intrusion detection, the fusion of FL with CL [5] offers great potential. A powerful
approach for improving the performance of intrusion detection in 5G networks may be developed
by combining CL’s capability to handle continually developing tasks, which addresses the
problem of CF, with FL’s distributed and privacy-preserving nature. This combination provides
a thorough learning framework that not only successfully identifies new threats but also preserves
the privacy of local data, thereby addressing the key issues with 5G security. This might open



the door for the creation of sophisticated DDoS assault defense systems and the development of
enhanced network anomaly detection systems that protect user data and privacy in the vast 5G
network environment.

1.1 Background and Motivation

A new age of significant decreases in latency, connection density, and data rates has been
ushered in by the introduction of 5G wireless communication technology. A wide range of
industries, including autonomous vehicles, smart cities, and [oT, might benefit from this technical
advancement. The benefits of the 5G network, principally because of its decentralized design,
also open the door for an extended attack surface and greater susceptibility to cyberthreats.
It highlights the urgent requirement for strong and efficient security solutions to protect these
future networks.

DDoS assaults, which may quickly overwhelm a network and cause substantial service
disruption and possibly data loss, are one of the most pervasive and disruptive dangers in today’s
linked world. Traditional rule-based detection systems face major difficulties due to the DDoS
attack tactics’ fast growth and increasing complexity. There is a pressing need to improve these
systems’ resilience and forecast accuracy as attack vectors become more varied. The use of
ML and DL technologies has increased as a result, making it easier to spot minute changes or
patterns in network traffic that might be signs of a DDoS assault.

However, because of always changing nature of DDoS attack variants, problems with catas-
trophic forgetting (CF), which occurs when a model forgets prior patterns when exposed to
fresh data, plague ML and DL systems. To address CF, strategies like CL have been developed.
Although effective in fields like computer vision, CL’s use in network security has not yet been
fully investigated. Integrating FL, a decentralized approach that protects data privacy, with
CL might significantly improve network intrusion detection. This combination may enhance
network anomaly detection and DDoS protection systems while preserving data privacy in 5G
networks.

CL has shown promise in preventing catastrophic forgetting, especially when replay buffers
are used to maintain a balance between new and old information. Despite CL’s shown effec-
tiveness in areas like computer vision, its use in network security, particularly in the creation of
a cyberattack detector, is mostly unexplored. Network intrusion detection may greatly benefit
from the combination of CL and FL, which offers a decentralized method for collaboratively
creating a shared prediction model while protecting data privacy. A complete learning frame-
work that can successfully identify new risks while protecting the privacy of local data might
be created by integrating the skills of CL and FL.

1.2 Research Problem

The security and integrity of network systems are crucially maintained by their ability to identify
anomalies. This is especially true for 5G’s Open Radio Access Networks (O-RAN), which are
expansive heterogeneous systems with a range of latency and privacy needs. Internal problems
and malicious assaults are only two examples of the many things that might cause anomalies in
a RAN. Only a few ML-based research papers have particularly focused on O-RAN, despite the
fact that there are many studies on anomaly detection in the RAN that employ ML. This is a
significant lacuna in the body of knowledge, especially in light of the particular difficulties and
dangers that O-RAN in 5G networks could provide.



When using AI/ML for operations, protecting data privacy is essential. By protecting data
privacy and improving communication effectiveness, FL provides potential answers. Models
are trained locally, and just the parameters required for aggregation are shared. FL is especially
helpful for handling sensitive data in intricate, extensive environments like RAN. However, fur-
ther study is required on the use of FL for RAN anomaly detection to stop assaults from reaching
the core network. FL implementation at the RAN level might greatly increase communication
effectiveness and data privacy protection. As a result of abnormalities found using FL, it could
also make it easier to carry out appropriate control activities, including resource management
or the transfer of User Equipment (UE).

Additionally, in an FL system, local detection models have a propensity to forget previously
acquired information over time. Given how quickly cyber dangers are growing, this is an urgent
problem to tackle. Even while federated learning has been mentioned in many research projects,
very few have looked at how it may be combined with continuous learning. This is an important
topic of study that needs to be addressed right away.

Determining a comprehensive, FL-based anomaly detection framework for O-RAN in 5G
networks that not only protects data privacy and improves communication efficiency but also
handles the problem of learnt knowledge gradually forgetting” over time is the main research
challenge as a result. The proposed study will look into how FL may be combined with ongoing
learning to offer a reliable and efficient method for O-RAN anomaly detection. This research
problem’s core will also include the investigation of appropriate control measures in response
to observed abnormalities.

1.3 Selected scope

In this research, the use of continual federated learning has been explored for the detection of
various forms of DDoS attacks in 5G networks with a focus on replay buffers. The main goal
is to create a powerful DDoS attack detection system that can skillfully handle the particular
difficulties of identifying various DDoS kinds that a 5G network may experience. Hypothesis has
been put forward that continual federated learning strategies, specifically the addition of replay
buffers, may substantially decrease the problem of catastrophic forgetting in DDoS detection
models while identifying DDoS attack types striking different nodes of distributed 5G network
that are not encountered by other hops in the network.

1.4 Methodology

As the proposed anomaly detector is based on an FL model, the methodology of this thesis
is primarily comprised of steps required to generate a federated learning setup. It consists
of following steps: data preprocessing, model training, communication between clients and
aggregation server, federated averaging and model testing. SG NIDD dataset [6] which has been
populated with both real world attack and genuine traffic flows generated in the SGTN test bed
built in University of Oulu has been chosen to utilize. The dataset covers a variety of DDoS
attack types mixed with real world legitimate network traffic. As the local models work with
only numerical values, therefore, various data processing steps have been conducted to organize
the dataset and making the data samples eligible to feed to the models. At the end of the data
preparation segment, normalization took place which sets the feature values of all data samples
within a predetermined range of values. Anomaly types are only one example of superfluous
values that might exist. It is sufficient to establish whether or not an abnormality exists, hence



this data column was eliminated. There are 10 datasets categorized by different types of DDoS
attacks amalgamated with benign traffic for training and evaluation purposes.

Two local models, one for each client were developed for each training data set during the
training step. The FL-based training model’s cycle begins with the model being trained in each
client for 10 rounds with each dataset, which are subsequently transmitted back to the main
server. Before being transmitted back to the end devices for training, the model parameters are
combined at the central server. After updating the local models in all clients with aggregated
weights, another dataset comes into place for training process. In the thesis, this is seen as one
complete cycle. The models were trained in this manner for 3 rounds. The updated model after
conducting mentioned rounds of training is then used to test the model’s performance with test
datasets.

Two scenarios which are traditional FL and FL integrated with continual learning has been
adopted to conduct training and evaluation. At the first stage, only standalone FL setup has been
run and CF has been spotted while feeding new datasets one by one in the system. At the later
stage, reservoir sampling buffer [7] has been added to preserve the portion of representative
samples from previous datasets which is then mixed up with current datasets before feeding to
the local models for training. After completing training and federated aggregation process for
all datasets, evaluation has been done which is same as with traditional federated learning to
observe the difference in performance metrics values.

1.5 Contribution

This study’s major contribution is a FL based network anomaly detector integrated with CL to
eradicate CF from local model for the sake of achieving sustainability in efficiently detecting
continually evolving DDoS attacks over the time. O-RAN is relatively new, and there are only
a few applications available. Utilizing ML or FL for security in O-RAN is currently in its early
phases of research. Anomaly detection has been studied for the networked systems such as
the [oT, and Zero-touch Network and Service Management systems mostly by using centralized
single node machine learning models but leveraging FL based detection has not been studied
much in O-RAN. Moreover, addressing the critical problem of forgetting old knowledge of
attack patterns with time has also not been highlighted much in federated setup-based detection
techniques. Therefore, this study provides an initial step for research into using privacy along
with knowledge preserving FL for anomaly detection in O-RAN.

Due to the hierarchical positions of Near real-time RIC (Near-RT RIC) and Non real-time
RIC (Non-RT RIC) and their various closed loops, FL-based solutions may be deployed in O-
RAN with ease. As a result, the continual learning based federated setup could be easily
implemented in an O-RAN architecture as a service in Near-RT RIC segment. Additionally, a
reference design for deployment has been proposed for more research.

Performance was evaluated based on accuracy, precision, recall and the F1 score. Further-
more, the cost of the implementation of the system was considered in terms of training and
evaluation time and size of the space buffer takes to preserve representative samples. After 10
rounds of training with each datasets and 3 rounds of federated averaging, it was possible to find
anomalies in the test dataset with all the mentioned metrics value of above around. Therefore,
it can be concluded that the proposed models are effective against network attacks specifically
DoS attack in the O-RAN architecture.
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1.6 Organization of the Thesis

The thesis is structured as follows.

Chapter 2 describes general details, objectives and application of continual FL.

Chapter 3 provides a comprehensive review of related works and corresponding limitations
in the fields of anomaly and intrusion detection in computer networks.

Chapter 4 provides comprehensive details about the dataset and traffic patterns that have
been adopted for this thesis along with the proposed network anomaly detection framework and
implementation of the system.

In chapter 5, granular and elaborate analysis of the performance of the framework has been
conducted with substantial graphs and tables. The performance has been measured in terms of
accuracy, precision, recall and f1 score both in traditional FL and integrated continual FL setup
scenarios. Last part of the chapter compares both scenarios and shows the difference in terms
of resource utilization cost and performance.

Chapter 6 summarizes the comparative analysis of thesis project with similar research papers,
how much the objectives of the research has been achieved along with future directions.

Chapter 7 presents an overall summary of the thesis.
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2 Background and Preliminaries

This chapter explores the evolution of diverse environment of cyber threats in 5G networks.
Furthermore, investigation of the structure of O-RAN architecture, different types of 5G anoma-
lies emphasizing DDoS attack vectors, and highlighting the transformational potential of FL
in safeguarding 5G networks has been conducted. Lastly, continual FL, a unique strategy for
mitigating future threats has been discussed elaborately.

2.1 Cyber threats in 5G and Beyond

5G and beyond networks promise to transform the digital world by offering game-changing
improvements including high data speeds, low latency, and huge interconnectedness. However,
growing complexity and interconnectedness broaden the threat landscape and pose new security
issues.

2.1.1 Evolution of Cyber Threats

Cyber risks have progressed from isolated attacks on computers to sophisticated, distributed,
and ubiquitous threats affecting all aspects of the digital realm. The growth of connected
devices in the 5G and beyond age, along with an increased dependence on machine learning and
artificial intelligence, broadens the attack surface and makes networks more vulnerable to cyber
assaults [8]. In what follows, we provide an overview of some existing cyber threats against 5G
and beyond networks.

2.1.2 Security Threats against 5G RAN

o Latency anomalies: One of the key performance indicators in 5G RAN network is latency.
There can be considerable delay in delivering services or in any particular interface of 5G
network. Latency in 5G network can be defined or categorized by two ways. First one
is by measuring the time to deliver a service and the second one is time taken to send or
receive one packet. This latency issue can occur due to several factors such as software
faults, application overload or conflicts, scheduling problems, difficulties with network
routing, overloaded servers, high memory usage or hardware failure. By collecting and
analyzing performance metrics or system logs through ML algorithms, granular view and
understanding of the complex network like 5G New Radio (NR) can be possible as well
as detection of latency and root cause can be identified. In one research paper [9], authors
collected the system logs from the base station containing all call records and information.
Then the log stream has been filtered and split into streams of individual user equipment.
Then those split data have been fed to ML algorithm to know deeply the reason behind
subtle latency in the network.

o Jamming attacks: [10] Jammers placed on purpose by adversaries constitute a substan-
tial danger in 5G networks. They disrupt wireless networks in a variety of ways. Regular
jammers, which need a lot of power, continually block legitimate signals without moni-
toring user behavior. Delusive jammers fool by sending legitimate bit sequences, making
them more difficult to detect. Random jammers save energy by alternating between active
and idle modes. Responsive jammers monitor the communication channel and transmit
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only when necessary, using less power. Go-next jammers are selective, focusing on one
frequency channel at a time, and if a jammer is detected, it will follow the transmitter to the
next frequency. Control channel jammers interfere with information exchange between
transmitters and receivers, potentially resulting in service denial or network access denial.

2.1.3 DDoS attackin 5G

The transition to 5G networks opens up previously unimagined possibilities for improving
connection speeds, latency, and overall connection. This transformation, however, offers major
issues in terms of network security. The Distributed Denial of Service (DDoS) assault, which
is a significant danger in the 5G context, is one of the most common and disruptive types
of cyberattack. DDoS assaults in 5G networks can have disastrous consequences, such as
considerable downtime, loss of crucial data, and damaged services, all of which can result in
major financial losses and reputational harm. Because of the highly scattered and dynamic
nature of 5G networks, as well as the vast number of connected devices and increasing data
rates, DDoS assaults have a larger attack surface.This makes detecting and mitigating such risks
difficult. Added to that, because of developments in attack plans and methodologies, DDoS
attacks on 5G networks may be more complicated and sophisticated than their predecessors.
As a result, building DDoS defensive methods that are resilient, scalable, and economical is
a critical necessity for safeguarding 5G networks. Various form of DDoS attacks in mobile
network has been described below.
Existing DDoS attacks can be classified into [11]:

e Volume based attacks: This sort of DDoS attack seeks to flood a network’s bandwidth
with massive amounts of data. UDP (User Datagram Protocol) floods, ICMP (Internet
Control Message Protocol) floods, and other spoofed-packet floods are examples. The
primary purpose is to overwhelm the target site’s bandwidth, bringing its services to a
standstill. These assaults are often quantified in bits per second (Bps).

o Protocol based attacks: These attacks take use of flaws in a server’s resources or in inter-
mediary communication devices such as firewalls and load balancers. SYN (Synchronize)
floods, fragmented packet assaults, the Ping of Death, Smurf DDoS, and other attacks are
examples. The attack operates by consuming server resources until the server is unable to
perform the targeted services. The frequency of these assaults is expressed in packets per
second (Pps).

o Application layer attacks: These are some of the most devious forms of DDoS assaults
since they use requests that appear to be genuine and benign. The purpose is to crash
the web server, which is frequently accomplished by exploiting vulnerabilities in popular
systems such as Apache, Windows, or OpenBSD. Low-and-slow assaults and GET/POST
floods, in which attackers overwhelm a server with HTTP requests, are examples of this
kind. These assaults are often quantified in requests per second (Rps).

Each form of DDoS assault poses a substantial risk to network security and necessitates
various defenses. Understanding these threats and establishing powerful defensive measures
against them will be crucial as we go into the 5G era and beyond. Given the sophistication of
these assaults and the sheer volume of network data that must be monitored, traditional detection
and mitigation approaches may no longer be enough. This is where Artificial Intelligence (Al)
can come in handy.
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With their capacity to learn, adapt, and reply in real-time, Al-based solutions are particularly
well-suited to solving the issues posed by DDoS assaults. Al can analyze trends, detect ab-
normalities, and identify possible risks faster and more accurately than traditional approaches.
Furthermore, Al can respond to threats independently, allowing for faster response times and
decreasing the window in which assaults might do damage.

Deploying these Al technologies at the network edge provides further benefits. Edge com-
puting moves processing and data storage closer to the point of use, improving reaction times
and reducing bandwidth use. In terms of DDoS mitigation, this implies being able to respond
to an assault almost immediately and as near to the source as feasible. On top of that, a coor-
dinated approach to DDoS detection can improve the efficacy of these tactics. Networks can
work together more effectively to identify and shut down DDoS assaults by exchanging threat
information and responses in real-time. A cooperative paradigm based on FL, in which ML
models are taught across numerous decentralized edge devices, offering a global perspective of
the threat landscape while protecting data privacy, might be used.

2.1.4 Cyber Threat Prevention Leveraging Federated Learning and O-RAN

As we have discussed in previous section that Al-based solutions, edge computing along with
collaborative approach represent a promising future in our DDoS defenses in the 5G era and
beyond. These novel approaches reflect the future of cybersecurity, in which proactive and
intelligent systems collaborate to ensure the integrity and dependability of our networks.

To combat the growing threat of cyber attacks in 5G and beyond, security paradigms must
evolve. Integrating FL based detection mechanism with O-RAN is one interesting technique.
[12] FL enables decentralized machine learning, inetwork edge (i.e., on the devices themselves),
improving privacy and avoiding some of the hazards associated with data centralization. FL
integration n which models are trained at the with O-RAN near real-time RAN Intelligent
Controller (RIC) services may enable effective threat detection and response mechanisms. It
might help identify and mitigate DDoS assaults, for example, by learning from network traffic
patterns and making localized judgments at the network edge.

Moreover, Open-RAN encourages interoperability and reduces vendor lock-in, potentially
lowering the danger of supply chain assaults. It enables operators to select various suppliers
for different RAN components, enhancing resistance against specific vulnerabilities. The com-
bination of these technologies offers a viable path ahead in terms of securing 5G and beyond
networks. However, it is a challenging endeavor that will need continual study and collaboration
from academia, business, and government.

2.2 Open RAN Architecture

The 5G Open O-RAN represents a fundamental shift in the design of cellular networks. The
RAN, which comprises base stations and associated digital signal processors, has traditionally
been the component of a mobile telecommunications system tha